Cassandra Restores

iINstantc-)nnect

Cassandra Restores

Product guide for prerelease

Copyright © 2024, Instant Connect Software, LLC. All rights reserved.
Document version 1841, produced on Friday, September 06, 2024.

main 90adc8bf40040649230176bbdd465f6261a2d8e0

Instant Connect Software, LLC



Cassandra Restores

ALL STATEMENTS, INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE
ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS
MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF
THESE SUPPLIERS ARE PROVIDED “AS IS” WITH ALL FAULTS. STA GROUP DISCLAIMS ALL WAR-
RANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NON-INFRINGEMENT OR ARISING FROM A COURSE OF
DEALING, USAGE, OR TRADE PRACTICE.

INNO EVENT SHALL INSTANT CONNECT LLC ORITS SUPPLIERS BE LIABLE FORANY INDIRECT, SPECIAL,
CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION, LOST PROFITS OR
LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF
STA GROUP ORITS SUPPLIERS HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Trademarks mentioned in this document are the properties of their respective owners.

Instant Connect Software, LLC 2



Cassandra Restores

Contents

1 ICE Server backup and restore
2 Accessing the Snapshot

3 Scheduled snapshots

3.1 View status report for snapshotjobs . . . . .
3.11 UsingCLI . ... ... ........

3.1.2 Using ‘ICE OS Configuration Wizard’

4 Create an ad hoc snapshot

4.1 UsingCLlI .. ... . ... ... ......
4.2 Using ‘ICE OS Configuration Wizard’ . . . . .

5 Cassandra restore

51 UsingCLI ... ................
5.2 Using ‘ICE OS Configuration Wizard’ . . . . .

Instant Connect Software, LLC



Cassandra Restores

1 ICE Server backup and restore

ICE Server periodically creates a snapshot of the Cassandra database. Asnapshotis required to restore
the ICE Server’s Cassandra database, or to migrate it from an existing installation to a new installation.
The snapshot is saved to the cluster’s local MinlO object storage.

Note: Per disaster recovery best practices, we strongly recommend periodically copying the
snapshot to a secondary storage location for archival purposes.

2 Accessing the Snapshot

To access the snapshot, you must log in to the MinlO admin console.

To Log in to the MinlO admin console

1. Pointyour browserto: http://YOUR_CLUSTER_IP:30109

2. Signin using your admin account and password.

For additional MinlO instructions, see Appendix G: MinlO Operation in the ICE Server Administra-
tion Guide.

3 Scheduled snapshots

ICE Server creates a snapshot nightly at 20:00 UTC into MinlO’s /cassandra-nightly-backup
bucket. The most recent two (2) snapshots are saved online. The ICE Server Administrator should
review the daily snapshot jobs regularly.

3.1 View status report for snapshot jobs
3.1.1 Using CLI

On any host with kubect'l access to the ICE Server, run the following command to confirm 1/1
COMPLETIONS status of all:

kubectl -n 1dce-arcus get jobs -1 app=admin-nightly-cassandra-backup

To see the execution status of each snapshot job, provide the job—name in the following command:

kubectl -n dice-arcus logs -f --tail=100 -1 job-name=<JOB_NAME>
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3.1.2 Using ‘ICE OS Configuration Wizard’

1. Access the ICE Server ‘ICE OS Configuration Wizard’.

2. Select Status, and then select Job Status to view a list of jobs.

@ Job Status

Status of Kubernetes jobs

Status

Succeeded
Succeeded
Succeeded
Succeeded
Succeeded
Succeeded
Succeeded
Succeeded
Succeeded
Succeeded
Succeeded

Succeeded:11

Namespace
ice-arcus
ice-arcus
ice-arcus
ice-arcus
ice-arcus
ice-arcus
ice-arcus
ice-arcus
ice-arcus
ice-minio

kube-system

Job Name

111

222

333

444

adhoc-disable-minic-console
adhoc-enable-minio-console
admin-cassandra-data-repair-28301460
admin-nightly-cassandra-backup-28301520
modelmanager-git-6bb5c5c
ice-minio-post-install-job

helm-install-openebs-zfs

Duration
15s
155
15s
15s
4s

4s

8s

15s
Im21s
56s
26s

Age
Th49m58s
Th40m48s
Th35m21s
1h29m20s
41m50s
41m37s
Th48md4s
48m4s
2hdm21s
2h10m10s
2h12Zm16s

3. Click a Job Name to review a job in greater detail.

Job

Name:

Labels:

Selector:

Annotations:
Controlled By:

+ Name:[admin-nightly-cassandra-backup-28301520]

« Namespace: [ice-arcus]

admin-nightly-cassandra-backup-28301520

Namespace : ice-arcus
batch.kubernetes.io/controller-uid=3057052a-£574-4731-bocb-aa25a0£51647

app=admin-nightly-cassandra-backup

app. kubernetes . io/app-version=git-6bb5c5c

app. kubernetes . io/component=server

app.

ice-release-i

app.

prise

app. kubernetes.. io/version=3.5.31522

helm. sh/chart=instant-connect-enterprise-develop

inherited=ice-util-cronjobs

batch.kubernetes.io/job-tracking:

Ay

Parallelism: 1
Completions: 1
Completion Mode: NonTndexed

in-nightly

P

Note: If a job shows as ‘Failed’, use the CLI to view the reason:

kubectl -n dice-arcus logs -f --tail=100 -1 job-name=<JOB_NAME>
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4 Create an ad hoc snapshot

There are occasions when an ad-hoc snapshot is required, e.g.:

+ Before upgrading ICE Server to a new version
« Data migration

Note: For geo-redundant ICE Server deployments, run the ad-hoc snapshot job on DC1 only.

4.1 UsingCLI

On any host with kubect1 access to the ICE Server, run:
kubectl -n +dce-arcus delete job adhoc-snapshot --ignore-not-found=true

kubectl -n 1dce-arcus create job adhoc-snapshot --from cronjobs/admin-
nightly-cassandra-backup

4.2 Using ‘ICE OS Configuration Wizard’

1. Access the ICE OS Configuration Wizard.
2. Tap the wrench icon to open Tools.

3. In the Shutdown Server field, enter the following:

runBatchJob:ice-arcus.admin-nightly-cassandra-backup:
Tools

Tools to assist with running and managing ICE 05

Display Advanced Questions ()

Shutdown Server runBatchJob:ice-arcus.admin-nightly-cassandra-backup:

The shutdown field should normally be left blank. To request a shutdown, type the word 'SHUTDOWN'".

Re-index Elasticsearch Re-index Elasticsearch

4. Select ‘Close’ to close the ‘Tools’ popup.
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Note: Ad-hoc snapshots count towards the eight (8) most recent snapshots, as mentioned in the
‘Scheduled snapshots’ section above. For example, if you create five (5) ad-hoc snapshots on the
same day, then ICE Server would only have scheduled snaphots dating back ~3 days.

5 Cassandra restore

The currentimplementation of Cassandra restore is for disaster recovery or system recovery only. Itis
designed to restore a previous complete copy of the database made at a particular point-in-time (i.e.,
a snapshot), thus bringing the system back to a sane, accessible state.

The following are not supported:

+ Restore to any point-in-time. You can only restore to a point at which one of the available snap-
shots was taken.

« Partial restore of data row(s) or table(s).

« Zero-downtime restore.

By default, the restore selects the most recent by file modification time snapshot from the MinlO
cassandra-nightly-backup bucket.

Notes:

+ While restore is running, ICE Server may not be accessible.

+ For geo-redundant ICE Server deployments, run the restore on DC1 only.

+ Therestore job may take from 15-minutes to 1-hour to complete, depending on the existing
data volume.

5.1 UsingCLI

On any host with kubectl access to the ICE Server, run:
kubectl -n +dce-arcus delete job adhoc-restore --ignore-not-found=true

kubectl -n 1dce-arcus create job adhoc-restore --from cronjobs/admin-
cassandra-restore

5.2 Using ‘ICE OS Configuration Wizard’

1. Access the ICE Server ‘ICE OS Configuration Wizard’.

2. Tap the wrench icon to open Tools.
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3. In the ‘Shutdown Server’ field, enter the following: runBatchJob:ice-arcus.admin-

nightly-cassandra-restore:

Tools

Tools to assist with running and managing ICE 0S

Questions:

Disable Configuration
Wizard:

BatchJob:ice-arcus. ig 1

4. A popup message will list: CronJob:ice-arcus.admin-nightly-cassandra-
restore

5. Select ‘Close’ to close the ‘Tools’ popup.
Note: Please contact Instant Connect Technical Support if you need to restore:

+ A snapshot from an older version of ICE Server.
+ Asnapshot other than the most recent by file modification time.
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