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ALL STATEMENTS, INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE
ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS
MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF
THESE SUPPLIERS ARE PROVIDED “AS IS” WITH ALL FAULTS. STA GROUP DISCLAIMS ALL WAR-
RANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NON-INFRINGEMENT OR ARISING FROM A COURSE OF
DEALING, USAGE, OR TRADE PRACTICE.

INNO EVENT SHALL INSTANT CONNECT LLC ORITS SUPPLIERS BE LIABLE FORANY INDIRECT, SPECIAL,
CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION, LOST PROFITS OR
LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF
STA GROUP ORITS SUPPLIERS HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Trademarks mentioned in this document are the properties of their respective owners.

Instant Connect Software, LLC 2



ICE Desktop User Guide

Contents
1 Document History 8
2 Introduction 9
3 Key Features 9
4 Related Documentation 11
5 PCclient 11
5.1 Hardware and Software Requirements . . . . . .. .. ... ... ... ..., 12
5.2 InstallICEDesktop . . . . . . . . o e 12
5.2.1 DownloadtheICE Desktoplinstaller . . . . . ... ... ... ... ........ 12
5222 InstalllICEDesktop . . . . . . . . . o e e 13
53 StartICEDesktop . . . . . . o o e e e e 13
54 LogintolCEDesktop . . . . . . . . . e 14
55 ExitICEDesktop . . . . . . i o e e e e e e 15
5.6 UninstallingICEDesktop . . . . . . . . . . . e 15
6 Web client 16
6.1 Web clientfeaturelimitations . . . . ... ... ... ... .. ... ... ... ..., 16
7 ICE Desktop Licensing & Organization 18
7.1 Enterprise ModelLicensing . . . . . . . . . e 18
7.2 TacticalMode Licensing . . . . . . . . e e e e e e 18
7.3 Organization . . . . . . . . e e e e e 19
7.3.1 LinguisticServices . . . . . . .. L 25
8 ICE Desktop Enterprise Mode 30
8.1 AccountMenu . . . . . . . . e e e e e 33
8.2 Channels . . . . . . e e e e e e e 37
8.2.1 AccessingChannels . . . . ... ... .. .. .. e 37
822 UsingChannels. . . . . . . . 39
8.2.3 AlertNotifications . . . . . . . . . . . . . . e 41
8.24 MuteAllChannels . . . . .. . . . . e 44
8.2.5 ChannelCardLayouts . . . . . . . . . . . . . . ... e 45
8.2.6 Viewachannel . . ... ... .. . . . ... e 45
82.7 Addachannels . . . .. .. .. . . . .. e 45
8.2.8 Bulkadd multiplechannels . . . ... ... ... .. ... .. ... . ... 46
Instant Connect Software, LLC 3



ICE Desktop User Guide

8.2.9 Editachannel . . . . . .. .. 48
8.2.10 Deleteachannel . . . . . . . . . ... 48
8.2.11 CreatelntercomChannel . . . . ... ... ... ... ... ... . ... ... 49
8.3 Locations . . . . . . .. e e e e 51
8.3.1 Configuringand Viewinglocations . . . . ... ... .............. 51
8.3.2 Configuring LocationOptions . . . . . .. ... ... ... .. ... . ... .. 52
8.3.3 Viewing Locations of MembersofaChannel . . . ... ............. 53
8.4 OpsLog . . . . . i e e 53
8.4.1 ViewOpsLog . . . . . . . . e e e e e 54
8.4.2 CreatinganOpsLog . . . . . . . . . . . i i e 56
8.4.3 Downloadanopslog. . . . . .. . . . 57
8.5 ChannelAudioSettings. . . . . . . . . . e 58
8.6 Telephone. . . . . . . . . e e e e 58
8.6.1 MakingaPrivateCall . . . . . . . . . .. ... 60
8.6.2 RecentCalls . . . . . . 61
86.3 IncomingCall. . . . . . . . . . . e 61
8.6.4 ActiveCall . . . . . . e 62
8.7 MESSagINg . . . . . o i e e e e e e e e e e 63
8.7.1 VieworsendameSSage . . . . . v v v i i i e e 63
8.7.2 Startanewconversation . ... .. ... ... o 63
8.7.3 Editordeleteamessage . . . . . . . .. e 64
8.7.4 Shareanimage/videoviamessaging . . . . . . . .. ... .. 65
8.8 Patching . . . . . . . . e e 66
88.1 CreatePatch . . . . . . . . . 69
8.9 Replay . . . . . . e e e 72
8.10 People Management . . . . . . . . .. 73
8.10.1 ViewPeople . . ... . . . . . . e e 73
8.10.2 VIieWaPerson . . . . . v v i i it e e e e e e e e e e e e e 75
8.10.3 Addaperson . . . . . . . ... e e e e e e 75
8.10.4 Bulkadd multiplepersons. . . . . . . . . .. . . ... e 75
8.10.5 Updateaperson . . . . . . . . . . i i e e 79
8.10.6 Deleteaperson. . . . . . . . . i i i e e e e 79
8.10.7 GrOUPS . & v v o e e e e e e e e e e e e e e e e e e e e e e e e e e e 79
8.11 Rallypoints . . . . . . . . e e e e e e 82
8.11.1 ViewRallypoints . . . . . . . . . . . . . e 83
8.11.2 CreateaRallypoint . . . . . . . . . . . . e 83
8.11.3 RegisteraRallypoint . . . . . . . .. . .. . 84
8.11.4 Update Rallypoint(s) when the ICE Server IP address changes . . . . ... .. 84

Instant Connect Software, LLC 4



ICE Desktop User Guide

8.12 Radio Interoperability . . . . . . . . . . . . e 85
8.12.1 P25Interoperability . . . ... . .. ... 85

8.13 CallManagers . . . . . . . . e e e e 95
8.14 Patch Servers . . . . . . . . e e e e 95
8.14.1 Viewpatchservers . . . . . . . . . e 95

8.14.2 Createapatchserver . . . . . . . . . . . . . . . e 95

8.15 Translations . . . . . . . . . e e e e e e e 96
8.15.1 Viewexistingtranslations . . . . . ... ... ... ... o oL 97

8.15.2 Createand activateatranslation . . ... .. ... ... ... ... ... 98

8.15.3 Deactivateatranslation . . . .. ... ... .. .. ... . . 98

8.15.4 Deleteatranslation . . ... ... ... .. .. ... ... . . 98

8.16 StaticReflectors . . . . . . . . . . . e 99
8.16.1 View activestaticreflectors . . . . . . . .. ... .. ... L. 99

8.16.2 Createastaticreflector . . . .. .. ... .. . .. ... . .. o 99

8.17 Workflow Automation . . . . . . . . .. ... e 100
8.17.1 Events . . . . . . e e e e e e 100

8.17.2 AClions . . . . . e e e e e e 101

8.17.3 Create Workflow AutomationRules . . . . . ... ... ... ... ....... 101

8.17.4 New Workflow AutomationRuleForm . . . ... ... ... ... ....... 102

8.17.5 EventTriggers . . . . . . . . . i i i e e e 103

8.17.6 ACLiONS . . . . . . e e e e e e 106

8.17.7 Activating a Workflow AutomationRule. . . . . .. ... ... ......... 113

8.18 AuditLog . . . . . . . e 115
8.19 AudioAlerts . . . . . . . e e e e e e e 115
8.19.1 Createanaudioalert. . . .. .. . . . . . . .. e 116

9 Archived recordings 117
9.1 Enablerecordingforachannel . ... ... ... .. ... ... ... . ... .. ... 117
9.2 Listentoarecording . . . . . . ... e 118

10 Obtaining ICE Desktop Build Information 119
11 General Settings 120
11.1 NetworklInterface . . . . . . . . . . . . e 121
11.2 InstantReplay . . . . . . . . e e e e 122
11.3 CrossMutelocation . . . . . . . . . . e e e e 123
11.4 HotKeys . . . . . o o e e e e e e e e e e e e 123
115 Grafana . . . . . .. e e e e 124
11.5.1 CallDataRecords(CDR) . . . . . . . . . . . @ ittt e 124

Instant Connect Software, LLC 5



ICE Desktop User Guide

11.5.2 ServerLOgs . . . o o i e e e e e e e e e e e e e e e e 128

11.6 Notifications . . . . . . . . e e 132
11.7 PushtoTalkSounds . . . . . . . . . . . . e 133
11.8 ErrorSounds . . . . v i i e e e e e e e e e 133
11,9 OtherSounds . . . . . . . . . e e e e 134
11.10Crash Reporting . . . . . . . . . e e 134

12 ICE Desktop Tactical Mode 135
12.1 Viewing MisSions . . . . . . . . o i e e e e e e e e 136
12.2 Tactical Settings . . . . . . . L e 137
12.3 TacticalUserldentity . . . . . . . . . . . o e 137
12.4 Tactical License Activation . . . . . . . . . . .. 138
12.4.1 Activate a desktop licensewhenonline . . . . ... ... ... ... ...... 138

12.4.2 Deactivate a desktop license whenonline . ... ... ... ... ....... 138

12.4.3 Activate a desktop license whenoffline . . . . ... ... ... ... ...... 139

12.4.4 Deactivate a desktop license whenoffline . . ... ... ... ... ...... 139

12.5 TacticalLicenseBlocks . . . . . . . . . . . o e 140
12.5.1 Create atacticallicenseblock . . . ... ... ... . ... .. ... ... ... 140

12.5.2 View orupdate atactical licenseblock . . ... ... ... ... ... ..... 144

12.5.3 Delete atacticallicenseblock . . . . .. ... ... ... ... ... 144

12.6 AssetDiscovery . . . . . o o e e e e e e e e e 144

13 Missions 145
13.1 Creating MissSions . . . . . . . . . L o e e e 145
13.2 CreateaNew MisSion . . . . . . o v ittt e e e e e e e e e e e e 146
13.3 Create a New Mission From Passphrase . . . . . . . ... ... .. ... . .. ..... 151
13.4 OpenaMissSion . . . . . . o i i i e e e e e e e e e e 153
13.5 Configuring Mission Settings . . . . . . . . . . . ... 154
13.6 Addingor Deleting MissionChannels . . . . .. ... ... ... ............ 155
13.7 Sharinga Mission . . . . . . . . i e e e e e e e e 155
13.8 Deleting Missions . . . . . . . . . o e e e e 158
14 Appendix A: Add firewall rule for ICE Desktop to receive audio 158
Instant Connect Software, LLC 6



ICE Desktop User Guide

List of Tables
2 Desktop lcon Descriptions . . . . . . . . . . e e e 30
3 Accountlcon Descriptions . . . . . . . .. L e e 36
8 ActiveCallButtons . . . . . . . . e 62
Instant Connect Software, LLC 7



ICE Desktop User Guide

1 Document History

Publication Date

May 28, 2024

April 15,2024

October 27, 2023

September 20,
2023

July 24,2023

December 1, 2022

September 26,
2022

March 15,2022

Product
Release

3.5.1

3.5.0

3.4.0

3.4.0

3.3.0

3.2.0

3.1.2

3.1.0

Notes

Updated supported options for translation providers at
Settings > Organization > Linguistic services, including the
addition of ‘AWS Web Services’, as well as a Disconnected
Cogpnitive Services option, i.e., ‘Azure Cognitive Services
(Containers)..

Many updates to make document current with release 3.5.0.
Some highlights include the Ops Log, Translations, and
Group Admin features, as well as the new ‘dark’ Ul design. In
‘Archived Recordings’, added note that the feature is
unavailable for a channel if Rallypoint is disabled.

Added ‘Rallypoints’, ‘Patch Servers’, and ‘Static Reflectors’
sections.

Added ‘Web client feature limitations’ section. Added
‘Appendix A: Add firewall rule for ICE Desktop to receive
audio’ section.

Ul redesigned, so many updates to screenshots. Added web
client option. Added ‘Archived recordings’ section.

Release updates. For ISSIG support, added ‘ISSI Gateways’
and ‘Radio Systems’ sections. For tactical mode, added
‘Tactical License Blocks’. Added channel colors and display
sizes. Added channel cross muting. Added sample .CSV files
for bulk upload of channels and people.

Release updates. Added command-line switches for install.
Added admin view/update/delete info for channels and
people.

Document created.

Instant Connect Software, LLC



ICE Desktop User Guide

2 Introduction

ICE Desktop™ is a PC-based application that enables your company to manage Push-to-Talk (PTT)
communications across your organization via mobile devices, radios, IP phones, and PCs. This appli-
cation supports two modes of operation: Tactical and Enterprise.

A standalone component of Instant Connect, ICE Desktop provides Push-to-Talk, intercom channels,
GPS based location tracking, user monitoring, and channel management through an intuitive user
interface that runs on a client PC. It also enables management of Instant Connect resources and con-
trol of Instant Connect missions packages that provide Push-to-Talk channels without a connection
to any server infrastructure.

Instant Connect turns your PCinto a communication hub that allows you to communicate across your
company’s communication devices individually and in talk groups. A user can sign in from any loca-
tion with network connectivity and manage activities for a group of mobile (PTT) users.

This document introduces ICE Desktop and provides information about installation, operation, and
related activities.

3 Key Features

Instant Connect is a leading open standards-based communications platform that seamlessly
links mobile clients, radios, enterprise telephony, and centralized dispatch in a single, secure,
device-independent environment. The ICE Desktop software includes the following features:

Dashboard The Dashboard screen is used for enterprise authentication and is the user interface for
all active channels.

Missions Missions are an easy way to create and manage channels (talk groups) and participate in
communication with other users across your organization from your PC. Each mission contains a

* %k kK

group of channels that provide seamless (PTT) communication via multiple devices.

Channels Channels are the talkgroups that can be assigned to a group of people and/or contacts de-
signed to have secure communication across your organization via multiple media devices. Channels
can be created, managed, and shared centrally by your IT department or by individual users to meet
your organization’s communication requirements.

PTT Communication Push-to-talk allows instant communication to one or more people (talkgroups)
via other mobile devices, radios, phones, and PCs with a push of a button.

Monitor Channels Allows a user to monitor communication across multiple channels simultaneously,
join existing active communications, initiate a new channel, view information for users on a channel,
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and locate users on a map.

Intercom Channel Allows a user to create a channel with one or more users. This feature enables your
mobile device to communicate directly with other PC and mobile device users.

Group PTT Provides the ability for PTT on a shared channel with other clients. The transmission can
be heard by all other clients or resources on the shared channel.

Group PTT Simulcast Provides the ability to talk on multiple channels at the same time by selecting
them before using PTT.

Secure Communications Provide the ability to encrypt PTT communications on a channel. Audio is
encrypted with AES 256 and client connections are secured with TLS 1.2.

Channel Mute Provide the ability to mute incoming audio per channel.
Talker ID Displays the name of the Instant Connect user talking on a channel.
Channel Participants (Per Channel) Displays the list of participants on a channel.

GPS Mapping (Per Channel) The ability to provide location updates on each GPS enabled device.
Clients use the built-in maps to display the location of each client on a channel.

Talker History Displays PTT transmit and receive history per channel.
Channel Volume Increases or decreases volume of incoming audio on a channel.

Map Provides real-time visual location tracking information of all participating members across your
organization. Multiple contacts or individuals can be located on the mapping application.

Mission Sharing Provides users the ability to share a mission with other users via a QR code or file
that can be read from internal or external storage devices.

Rallypoints Enable PTT communication from devices that are outside of your network and have in-
ternet access. Rallypoints enable the conversion of multicast packets to unicast, allowing multicast
communications to be routed over unicast network segments and over the internet.

Unicast Unicast enabled PTT communications from devices to Rallypoints are forwarded to other con-
nected devices or Rallypoints with clients that are using the same channels.

Multicast Multicast enabled PTT communication from devices inside your network.

Channel (PTT) Audio Replay Each channel on an ICE client has the ability to replay audio that is
received within a configured time frame.

IP Telephony Ability for the user to Make, Receive phone calls from the mobile client. These users
can also join an ICE channel to communicate with other users via PTT

Private Call 1:1 Ability for the user to Make, Receive private full-duplex call between ICE mobile clients
and/or ICE Desktop clients.

Instant Connect Software, LLC 10
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Instant Messaging Users can send and receive instant messages via conversations, which are chat
groups based on either a channel or a selected group of users.

Patching Advanced Desktop Users have the ability to manage patches of multiple channels. The users
can Create, Modify and Delete patches on the ICE system.

Notifications Desktop users have the ability to send Alert notifications on a channel that will be re-
ceived by all users assigned to the channel.

Workflow Automation Advanced Desktop Users provisioned with the Workflow Automation admin-
istrator permission will have the ability to manage workflows. Workflow Automation allows the user
to configure rules that will dynamically create alerts, channels, and user channel assignments. Con-
figuration includes how the rules are triggered, e.g., a user entering or leaving a geofence boundary,
date/time, Webhook.

Transmit PriorityTransmit priority allows higher priority users to preempt lower priority users on the
same channel. Users are assigned a transmit priority, which is a 5-level range from ‘highest’ to ‘lowest’.
The ICE desktop and mobile clients display a notification to users when they are being preempted.

4 Related Documentation

Instant Connect documentationis available at the following URL: https://support.instantconnectnow.com

Access to the Instant Connect Enterprise support portal requires an account to be created. To create

a support portal account:

1. Open a browser to https://support.instantconnectnow.com
2. Click on the Create your Instant Connect Portal Account link

3. Fill out the form with your information and click Submit

A portal access account will be created and an email will be sent with your access information.

5 PCclient

ICE Desktop is available in the following versions:

NSIS .EXE (Windows)

.MSI (Windows)

Web (Web Browser: Chrome, Edge, Firefox, etc)
« MacOS

Instant Connect Software, LLC 11
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+ Applmage (Linux)
 Snap (Linux)

Note: Only the .EXE, .MSI, and Web versions are available on the Support Portal. If you are inter-
ested in the other verions, contact Instant Connect Support.)

5.1 Hardware and Software Requirements

A client PC on which you install and operate ICE Desktop must meet the following minimum require-
ments:

Windows 10 Enterprise 64-bit operating system (or newer)
» 4 CPU cores

« 8GB RAM

+ 1GB of free HDD space

Oneinstance of ICE Desktop can be openonaclient PC ata time. Any number of Instant Connect users
can use the same ICE Desktop on a client PC, but not concurrently.

5.2 Install ICE Desktop

Note:

« The priorversion of ICE Desktop does not need to be uninstalled prior to installing the latest
version.

 This section covers the most common installation method, i.e., .EXE. If in need of assistance
to install any version of ICE Desktop, please contact Instant Connect Support.

This section describes how to install ICE Desktop on a client PC. Before you begin, ensure that the
client PC meets the requirements described in the ‘Client PC Hardware and Software Requirements’
section above.

5.2.1 Download the ICE Desktop Installer

Instant Connect Desktop Installer is available at the following URL:

https://support.instantconnectnow.com/s/downloads

1. Open the ‘Instant Connect Enterprise Software’ folder.
2. Open the most recent ‘ICE’ release folder.

Instant Connect Software, LLC 12
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3. Download the ‘[RELEASE] ICE Desktop Installer EXE’ file. The downloaded zip folder is named
‘ICE_Desktop_NSIS..
4. Unzip the folder and open it to see the.

5.2.2 Install ICE Desktop

Open the ‘Instant Connect Setup’ .EXE file.
Select whether to install for all users or only the current user
Select ‘Next’.

Confirm the install location, by default it is:

> wnN

« Allusers: C:\\Program Files\Instant Connect
« Currentuser: C:\\Users\<username>\AppData\Local\Programs\Instant
Connect

Select ‘Install’.

Watch the ‘Installing’ progress bar reach completion.
Select ‘Finish’.

ICE Desktop is now installed to the PC.

© N o wu

5.2.2.1 Command-line switches (.EXE)

Note: No restart is required.

If you are installing ICE Desktop (.EXE) via command-line, the following switches are available:

« Silent installation: /S
+ Installation for all users: /ALLUSERS=1

5.3 Start ICE Desktop

The following guidelines apply:

« You can run one instance of ICE Desktop on a client PC at a time.

+ Before you can log in to ICE Desktop on a client PC on which another user is already logged in
to ICE Desktop, the other user must exit ICE Desktop.

« Any number of Instant Connect users can use the same ICE Desktop application, but not concur-
rently.

Instant Connect Software, LLC 13
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¢
Instant

To start ICE Desktop, double-click the Instant Connecticon on your Windows desktop. CD nn Ect

Alternatively, you can open the ICE Desktop file in the default installation directory:

o Allusers: C:\\Program Files\Instant Connect

« Current user: C:\\Users\<username>\AppData\Local\Programs\Instant
Connect

The ICE Desktop loading displays while the application starts up.

When ICE Desktop start up is completed the Dashboard will be displayed. All Missions that have been
loaded will be displayed in the channel list. At this point you can run the client in Tactical mode and
use the Missions and Channels that have been loaded.

5.4 Login to ICE Desktop

1. In Server address, enter the URL of your ICE Server.

2. Tap the Continue button.

Sign in to your account.

Login automatically

3. Use one of the three options listed below to sign in.

1. Tap Signin with Microsoft Entra ID (Enterprise mode) to open the Microsoft login window.
Select your account and then your organization’s instructions. This option appears only if
enabled by your organization.

Instant Connect Software, LLC 14
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2. Tap Sign in with local account (Enterprise mode): Enter your username and password,
then select ‘Sign in’.
+ Username: Your ICE account user name, which was assigned by your ICE administra-
tor.
« Password: Your ICE account password, which was created by your ICE administrator.
Passwords must be a minimum of eight characters in length and must contain at least
one digit (0-9).
3. Tap Continue without login (Tactical mode): Please see the ICE Desktop Tactical Mode
section further down in this document.

4. After your credentials are validated, the ICE Desktop dashboard opens.

5.5 Exit ICE Desktop

Exiting ICE Desktop logs you out of the application and closes the application.

To exit ICE Desktop, perform either of these actions, and then click Yes to confirm:

+ Choose File > Close.

+ Click the Xicon at the top right of the main window .

5.6 Uninstalling ICE Desktop

Note: Uninstalling ICE Desktop from a client PC removes the application from the PC.

To uninstall the ICE Desktop from a client PC:

1. From Windows, got to Settings > Apps > Apps & Features.
2. Scroll down the list of apps to find ‘Instant Connect’.

3. Select ‘Instant Connect’

4. Select’_Uninstall.

5. Again select ‘Uninstall’
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Welcome to ICE Desktop Uninstall

Setup will guide you through the uninstallation of ICE
Desktop,

Before starting the uninstallation, make sure ICE Desktop is
not running.

Click Mext to continue.

Next = Cancel
6. Fromtheresultinguninstall wizard, select ‘Next’. |

7. Select ‘Finish’.

8. The ICE Desktop app is uninstalled from the PC.

6 Web client

ICE Desktop is available as a web application accessed via your web browser. Most of the same fea-

tures and functions are available as the PC client.

The web client option is enabled via ICE Server configuration. Please see the ICE Server Installation
Guide or ICE Server Upgrade Guide for more information.

To access the ICE Desktop web client, enter the URL or IP address configured for ICE Server. No instal-

lation is required.

6.1 Web client feature limitations

The web client has the following feature limitations in comparison to the PC client:

+ Hot keys (keyboard shortcuts): Unavailable due to security reasons, i.e., a web page cannot
monitor key-press events when the user does not have the window in focus.

+ Audio steering: References to mic and speaker device selection are unavailable in the web client.
These selections are made via browser settings (in a manner specific to each browser).

+ Multicast audio: Web browsers do not support transmitting or receiving IGMP multicast traffic.
Channels must be configured to use a Rallypoint in order to work. Otherwise they will display a

“Channel not available on web” message.
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Gravatars: The web client will only display a user’s initials as their avatar.

MELPe Codec: Channels configured to use this codec will not function on the web and will ap-
pear with the “Channel not available on web” message.

FIPS 140-2 (Wolf SSL): All SSL connections utilize the browser’s internal crypto engine for secu-
rity. Customers interested in FIPS-compliant security should choose a FIPS-compliant browser.
App sounds: Some browsers will squelch audio (like ring tones) produced by a web application
when the browser window is minimized or in the background.

Web browsers: The web client has been tested and qualified for use on these browsers:

- Chrome: 114 and newer for Windows
- Edge: 114 and newer for Windows

Mobile browsers: The web client is not supported on mobile web browsers (i0S, Android).
Unsecured HTTP: The web client will only work when hosted from a server using a secured con-
nection (HTTPS). The ICE Server must be configured with a fully-qualified domain name and
accompanying SSL certificate.

Rallypoint: ICE Desktop for Web requires the following conditions to be met in order for a chan-
nel to operate within a browser:

- Rallypoint versions 1.236 and newer.

- Rallypoints records in ICE Desktop must be configured to use port 7443 (under Settings
> Rallypoints). The referenced Rallypoint must then be configured to enable web socket
connections on port 8443 and accept client connections on 7443. (Default Rallypoints in-
stalled inside ICE Server at the time of install are automatically configured this way.)

Rallypoint failover: The web client does not support Rallypoint failover. When a channel is con-
figured to use a Rallypoint with multiple ingress addresses, the web client will only connect to
the first address configured, even if that Rallypoint is unreachable.

Certificates: The root CA certificate AND every intermediate certificate in the signing chain must
be installed and trusted by the web browser.

- Because the Rallypoint acts as a server to which the browser connects, and a secured
HTTPS connection is required, then the Rallypoint must present a trusted server identity
certificate to the browser, and so the Rallypoint must be configured with a certificate and
private key.

- For a Rallypoint deployed inside the ICE Server (at time of installation), the ingress server
identity certificate and key will be used by the Rallypoint. The server identity certificate
is supplied as the first certificate in the PEM bundle entered in the ICE OS Configuration
Wizard (on the ‘TLS Certs’ screen).

- When using a widely accepted ingress certificate (that is, one issued by a common, com-
mercial certificate authority) this should work out of the box.
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7 ICE Desktop Licensing & Organization

The ICE Desktop license is controlled by the Instant Connect Enterprise server in Enterprise mode.
When you start ICE Desktop, the Instant Connect Enterprise Server checks for an available license and
either allows or denies your log in based on license availability.

7.1 Enterprise Mode Licensing

Enterprise licensing is maintained by your Instant Connect Enterprise administrator. The Instant Con-
nect Server contains the license file pool for the number of desktop clients allowed to be logged in
simultaneously. A license file will be consumed from the pool of licenses on a successful login by a
user on a desktop client. The license will be returned to the pool of available licenses when the user

License activation ~ APl key creation

logs out. [==

7.2 Tactical Mode Licensing

Unlicensed software can communicate via push to talk for up to 3 seconds at a time. Please
see the ‘Tactical License Activation’ section below for more information. To obtain a valid
ICE Desktop license contact your sales associate or Instant Connect support located at
https://support.instantconnectnow.com.
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7.3 Organization

The Organization screen allows configuration of your organization’s ICE Desktop features.

. Organization
Location
Tactical ~ Configuration * + Authentication type ~
Settings Certificate management ~ S50 provider settings b
Missions ICE Desktop for Web & ~ Linguistic services ~
License o~ High availability C v
Enterprise
Tactical
Organization I
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Configuration G A

Select whether users in your organization are allowed to login from
multiple devices at the same time. Multiple logins consume
multiple licenses. Choose how users in your organization can
connect to ICE Server.

@ ) Allow simultaneous logins
Allow login with PIV card
RTP/Multicast Failover

‘:} Enable GIPHY in ICE Mobile

Require users to log in every 3 days
Retain text messages for 6 days
Retain text message 6 days
attachments for

Retain archived recordings 6 days
for

Retain ops log records for 10 days

Configuration:

Certificate management: Please see the ICE Private Certificate Stores document for more on certifi-
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Certificate management %

Provide the X.509 certificates used to secure voice
communications in your organization. Web clients always utilize
your organization's HTTPS certificates.

Client Certstore
The certificate store to be distributed |£| Upload file
to all mobile, and desktop clients.
Infrastructure Certstore
The certificate store to be distributed o
| \+] Upload file
to patch servers, archivers, and —t
reflectors.
Rallypoint Certstore
The certificate store to be distributed (#) Upload file

to all Rallypoints.

cate management.

ICE Desktop for Web: Allows for updating the ICE Desktop web client. The update files are avail-
able via the Instant Connect Support Portal. For any questions, contact Instant Connect Support.

ICE Desktop for Web C A

Update the ICE Desktop for Web application without upgrading ICE
Server by uploading a more recent application package. Changes
may take a few minutes to apply.

ICE Desktop for Web

Web application package served to _.“Tll Up'ﬂﬂd file
ICE Desktop for Web users.
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High availability C -

Define the ingress connection addresses that clients may be use t
reconnect to this ICE Server™ system. The chosen strategy
determines how a client chooses an ingress address.

Reconnect strategy Preferred v

Hostname or IP Address Port

develop-dc2-ipv6.icnow.app 4447

Location: (latitude 37.991362, longitude -0.656438)

Hostname or |P Address Port

develop-dc1-ipv6.icnow.app 443 -

Location: (latitude 37.490676, longitude -121.921357) O

il
Hostname or |IP Address Port
develop-dc1.ichow.app 443 -
L ]
High availability: +

+ Select a reconnect strategy:
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Preferred

Nearest

Random
Identity

+ Add a host/IP address by selecting the + button.

+ Delete a host/IP address by selecting the . button.

Authentication type

Choose how users in your organization will log into Instant

Connect

Azure Entra ID SSO

Authentication type:

« Select the user login method from:

- User name and password

- LDAP:Please see the LDAP Configuration on ICE Server document for more on configuring
LDAP.

- Azure Entra ID SSO
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Audience

Authorization
URL

Token URL

Redirect URL

Tenant ID

Client ID

OpenlD
config URL

Scope

Import user
groups

SSO provider settings:

SSO provider settings y

These values are provided by your Microsoft Entra ID application
registration. Consult the product guide for details.

api://37f1b222-f6ec-4d1d-9230-85d¢

https://login.microsoftonline.com/7c

https://login.microsoftonline.com/7c

https://login.microsoftonline.com/cc

7cfae96b-3e43-4160-82b8-7148bb9-

37f1b222-f6éec-4d1d-9230-85d68ced

https://login.microsoftonline.com/7c¢

api://37f1b222-f6ec-4d1d-9230-85d¢

Instant Connect Software, LLC
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7.3.1 Linguistic Services
Note:

+ Only one provider option can be configured at a time. If you select a new provider option
and save it, then any prior configuration done on another provider option is overwritten.
On selecting that prior provider option, the configuration fields will have reset to default-
/blank.

« Some provider configurations require your organization’s linguistic services license,
speech, and/or access keys. Instant Connect Support does not know or have ac-
cess to these keys and so cannot help with requests to provide or recover those keys.
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Linguistic services A

Linguistic services powers transcription, voice-to-voice translation
and text-to-speech features.

Use linguistic . @)

services

Provider Microsoft Azure Cognitive Servi... ~
Speech eastus

region

SPEEEh I RS R E R R R R R R R RN TR SRR Y

license key

Translator eastus
region

Trans]a‘tﬂr [ R R R R R R R R RN E R R R RN RN R RN RONRR RN
license key

Translator https://api.cognitive.microsofttranslc
base URL

+ For the Translations feature, select from the following providers:

Instant Connect (Transcript only)

Azure Cognitive Services

Azure Cognitive Services (Private Cloud)

Azure Cognitive Services (Containers)
Amazon Web Services

Instant Connect Software, LLC
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7.3.1.1 Disconnected Cognitive Services There must be corresponding text-to-speech and

speech-to-text endpoints for each language, e.g., if there is an ‘English’ text-to-speech endpoint, then
Limguistic Services

Use linguistic "
-
REMVICES

Prenvider Azure Cognitive Services (Containers)

Dizallew prafanity

Translation endpoist

hitpo192.168.0.66:6001

Teut- - speech erdpoins

English (United St.. = hitp:/192.168.0.66:7002

Speech-io-text erdpoinis

English (Lnited St.. = hitp:4/192.168.0.66:6002

there alsowill be an ‘English’ speech-to-text endpoint. | l Reseurt

7.3.1.1.1 Create endpoints

Got to Settings > Organization > Linguistic services.
Use linguistic services: Toggle on.
Provider: Select ‘Azure Cognitive Services (Containers)’.

HwnN =

Disallow profanity: Toggle on to have the service automatically exclude profanity. The orig-
inal language transcript the profanity is replaced with a string of x*xx*, while in translated
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transcripts the profanity is replaced with the term ‘profanity’.

5. Translation endpoint: Specify the URL of the Azure translator container in your network.

6. Text-to-speech endpoints: Specify the language and URL of the text-to-speech container in
your network.

7. Speech-to-text endpoints: Specify the language and URL of the speech-to-text container in
your network.

8. Select ‘+’ to add additional endpoints.

9. Select ‘Save’

7.3.1.1.2 Update endpoints If an endpoint’s language is updated, then the corresponding end-
point automatically updates to the same language. In the example below there are ‘German’ text-to-

Text-to-speech endpoints
Configure the leCation of each Arune text-io-speech containe: svadabde in
your network. Al least one eniry i3 neguened

3 UL
English (Unite.. ~ hupyr192.168.066:7002 B

|
German (Germ... ~ ‘tltp:..f.fl 92168.066:7001 W

o+
Speech-to-text endpoints

Conhigure the lecatron of each Azune speech-io-lex] oonisener svaslabhe ir
your nelwork. Al least one eniry is required

) ' Ui =
English{Unite.. ~ nhup:y/192.168.0.66:6002 B

L
German (Germ... - tltp: #192.168.0.66:6001 ]

+

Revert Save

speech and speech-to-textendpoints.

When one of the ‘German’ endpoints is updated to ‘Indonesian’, the other ‘German’ endpoint automat-
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Text-to-speech endpaints
Configuine the locaticn of each Arune text-1o-speach container available in
pour meebwisri. A1 heast one eniry IS regquired

i : L1
English (Unite... ~ pup/r192.168.066:7002

Indonesian (In... « Ftpr,r.rmz.1ﬁﬂ.u.5ﬁ:?m'| [ ]

+

Speech-to-text endpodnts

Configuine the location of each Azure speech-to-benl container available in
pour netwod. A1 leasl one entry id neguired

" . LR
English (Unite... ~ hup:/r192.168.066:6002
§

L
B an:;mz.wa.u.ﬁa:aw a

+

. . v | R
ically updates to ‘Indonesian’, too. ]

7.3.1.1.3 Delete endpoints Delete an endpoint by selecting the the . button. If an endpoint
(text-to-speech or speech-to-text) is deleted, then the corresponding endpoint is automatically
deleted, too.
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8 ICE Desktop Enterprise Mode

After you log in to Instant Connect Enterprise, the ICE Desktop window displays. The following figure
instante«)nnect

Mute all channels | Fixed layout Standard o

Alex Bob Chris Dan (All)

B Assigned 8 & =0 <

Alex & Bob Alex & Bob

Alex & Chris 8 & >
Alex & Dan

Alex Bob Chris Dan (All o IR

:j Valeriia Alex 8 & >0 4

O Intercom Alex & Dan

8 & > P

+ = Alex Bob Chris Dan (All)

describes this window.

Table 2: Desktop Icon Descriptions

Description

Channel List-Opens or closes the Channel List

Settings-Opens the Settings window

Notifications- Opens the Notifications list

~
. D g
IH ®

Account-Provides access to your Instant
Connect Enterprise account information
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Icon

Description

Mute all channels

Fixed layout

Standard

(2

Channel menu...

Select all channels

Deselect all channels

Channel Mute-Mute / Unmute all channels

Fixed Layout-Sets channel cards to a fixed grid
layout in the DashboardFree Layout-Allows the
user move channel card to any location in the
Dashboard

Select from standard, compact, and tiny channel
display sizes

Map-Opens the map in a new window

Channel Menu-Opens the channel actions
drop-down menu for Select / Deselect channels

Channel Search-Updates Channel cards to
display channels that include string of
characters that you enter

Instant Connect Software, LLC
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Icon

&, Telephone

=ad{ing

e

Description

Telephone-Opens the Telephone tab for making
calls, receiving calls, call history

Messaging-Opens the Messaging tab to send
and receive instant messages via conversations,
which are chat groups based on either a channel
or a selected group of users.

Patch-Opens the Patch tab to Create, Modify and
Delete patches. Only displayed if the user is
provisioned with the Patch agent permission.

Instant Connect Software, LLC
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Icon Description

) Replay

"
L
—

Replay-Opens the Audio Instant Replay tab for
replaying audio transmitted and received on
configured channels

'_'-1;'
CL
ol

4| Alex Bob Chris Dan (All)

People-Opens the People tab to view the users
active and users provisioned for each channel

6 o =0} Channels-Active channels that are associated

with your user account or active Missions
8.1 Account Menu

The Account menu provides options for logging out and managing your Instant Connect Enterprise
account information. To access the Account menu, click the Account icon on the Dashboard screen.
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2  Profile...

(33 Change password...

() Logout

Thefollowing figure describes the Account menu.
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Alex@instantconnectnow.com

Last login time: 07/23/23,11:16 PM

Your profile is managed by your organization. Contact your system

administrator to change these settings.

Alex nstantconnect

User ID: 73e3c5ff-7741-40fd-96ca-f29d15ac1eda
Connected to: https://develop-del.icnow.app

Add a profile picture by creating a Gravatar and associating your
email address, brent.willems@instantconnectnow.com, with it.
Updating your avatar can take 5 - 10 minutes. Find more information

at www.gravatar.com.
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Table 3: Account Icon Descriptions

Icon

2  Profile...

&) Change Password...

(1) Logout

) Alex Alex

First name [ Last name

Email

User ID

Cancel

Description

Account-Opens the Account menu.

Profile-Displays your Instant Connect
Enterprise account profile window. A profile
picture can be added via Gravatar by using your
email address. See the blue message box at the
bottom of the screen. Visit
(http://www.gravatar.com/) for more
information.

Change Password-Changes your Instant
Connect Enterprise account password.
Passwords must be a minimum of eight
characters in length and must contain at least
one digit (0-9).

Logout-Log out of your Instant Connect
Enterprise account.

Account information-Your Instant Connect
Enterprise User name and email address.

Full name of the user account

Email address that is associated with your user
account.

User ID is the unique identifier for this user
account. It is used by the system components to
identify this user account and cannot be
changed or edited.

Exits the account profile window without saving
any changes.
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Icon Description
Save Saves changes to the account profile and exits
the window

8.2 Channels

A channel is a group of people and contacts. Channels organize and secure communication across
your organization via multiple communication devices.

Assigned Channels associated with your Instant Connect Enterprise account are centrally managed
by your organization IT department.

Intercom Channels are Ad Hoc channels created by users to communicate directly with one or more
users. These channels are not managed by the ICE Server administrators.

Mission Channels are created from a Mission configured on your device or by loading a Mission file or
scanning a Mission QR Code. See Tactical Mode section.

8.2.1 Accessing Channels

The Dashboard screen shows all channels that are activated on your device. To activate channels or
to see the list of available channels for your device Go to Channels in the menu.
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@ channels @ l Mute all channels

4| Alex Bob Chris Dan (All)

B Assigned 8 & = $um

Alex & Bob H| Alex & Bob
Alex & Chris

Alex & Dan

Alex Bob Chris Dan (All)

a8 & =0 @)
B Alex & Chris

] Valeriia Alex a8 & =0 4

O Intercom W Alex & Dan

8 & =0

The Dashboard screen displays channels that are activated on your device:

8.2.1.1 Channel Search To search for a specific channel, enter some or all of the channel namein
the Channel Searchfield in the main screen. The channel cards highlight the channels that match your
Mute all channels | Fixed layout Standard Q Channel menu...

4| Alex Bob Chris Dan [All) o
8 & = «um

B! Alex & Dan o
a8 & =2 «um

search criteria.
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8.2.2 Using Channels

4+ Alex Bob Chris Dan (All)

a &

Each channel displaysin a ‘card’

Each channel card consists of the following:

Field

" R4

Channel name

4
v

of1)

Description

Channel Select: Tap to select/unselect which
channels are used in a multi channel simulcast
or affected by the ‘master’ PTT button.

The name of the channel, e.g., ‘Alex Bob Chris
Dan (All)".

Channel PTT: Press-and-hold to speak via the
channel.

Channel options dropdown menu: Displays
the options to send audio or text alerts to the
channel, modify audio settings, or select a
display color for the channel.

Channel Encryption: If displayed, the ‘lock’
icon indicates that the channel is encrypted.

Rallypoint: If displayed, the ‘cloud’ icon
indicates the channel is using a unicast
connection to Rallypoint. If it is not displayed,
then the channelis using multicast.
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Field Description

Patch: Indicates if the channel is patched with
any other channel.

Channel Volume

The channel card changes color to indicate status/activity:

Color Status

+ | Alex Bob Chris Dan (AN)

o & of i) 1w . . .
Red: User is sending via the channel (see PTT

button).

+ | Alex Bab Chris Dan [(All)

o & w1 1)

Green: User is receiving via the channel.

Greyed-out: The channel is muted (see mute
button).

8.2.2.1 Single-Channel PTT To talk on a channel, tap and hold its Channel PTT button:

4

This button turns red, which indicates that the channel is transmitting:

You can also tap the Channel Select Box D to select the channel, the channel select box will
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change to indicating the channel is selected, then tap and hold the Master PTT button to

communicate on the channel.

8.2.2.2 Multiple-Channel PTT To talk on multiple channels at the same time, tap the Channel Se-
lect Box for each channel that you want selected. The channel select box fills with a check mark which
indicates that the channels are selected for PTT. The number of channels that you selected and the
Master PTT button appear at the bottom of the screen. Tap and hold the Master PTT button to com-
municate on the selected channels.

8.2.2.3 ReceivingAudioonaChannel Whenachannelreceivesatransmission, the Channel Mute
turns green. In addition, a green line displays in the channel box for the duration of the incoming
transmission. If you see the green button and green line but cannot hear audio, make sure that muting
is not toggled on for the channel. The username of the user transmitting will display on the channel

Alex Bob Chris Dan (All)

o & of 1] l1m1
Alex & Bob
o & o] iimi
Alex & Chris

o & i} dimi

Alox & Dan

card. B & i} i

8.2.3 Alert Notifications

Alert Notifications are audio or text alerts sent by a user on a channel and received by all other users
on that same channel. You can send audio alerts, which are pre-recorded audio clips, or message
alerts, which are preconfigured or custom text.

« Available for Enterprise mode, but not Tactical mode.

+ Onreceiving a notification: a Notification Toast displays, an audio prompt plays, and the Notifi-
cation Icon counter iterates.

+ Notifications persist until deleted by the receiving user via the Notification Panel.
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8.2.3.1 Notification Toast

« Displays on receipt of a notification and consists of the sender’s name, the header, and a preview
of the first line (if there is one).

B EeoeeoB
Arrived at Site

LA 2 S0 DT T M

+ After5seconds, the toast dismissesitself by sliding off screen.

8.2.3.2 Notification Icon

« Indicates the number of notifications in the Notification Panel. [3
+ Click on to see all notifications in the Notification Panel.

8.2.3.3 Notification Panel

« Displays all notifications. Longer notifications may be truncated, click View to see in full.

Motifications Rem

B BOBEBOR
Arrived at Site

Q7242023 0377 P

+ Clickthe garbage canicon nextto a notification to deleteit.

8.2.3.4 Send a Message Alert
1. Select a channel.
2. Select the Channel options dropdown menu.

3. Select Message Alerts.
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| Alex Bob Chris Dan (All)

B Alex & Dan

4. Selectto create acustomalertorselect one of the pre-written ones.

5. Review the notification. If desired, edit it by clicking on the header and/or contents.

Create channel alert b

Predefined -

Alert will be sent to all members of the channel.

Meszsage
header:
Message contents:
[= -

6. Select the Send button.

7. Atoast displays confirming whether the notification was successfully sent.

8.2.3.5 Send an Audio Alert

1. Select a channel.
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2. Select the Channel options dropdown menu.

viute all channels

B Alex Bob Chris Dan (All)

3. Select Audio Alerts.

4. Selectanalerttosendit.
You will hear the alert and a toast displays confirming whether the notification was successfully
sent.

8.2.4 Mute All Channels

Mute all channels
To quickly Mute All Channels click the Mute All Channels button.

All active channels will be muted the Mute All Channels button will change to a Unmute all channels

b Unmute all channels
utton.

To restore the channels to the previous mute state click the Unmute all channels button.
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8.2.5 Channel Card Layouts

ICE Desktop allows the user to choose how the channel cards will be laid out on the screen.

The user can choose:

1. Fixed grid layout of channel cards in fixed columns without any spaces between the cards.

2. Free grid layout of channel cardsin columns that the user can freely choose the column and row

for each channel card with spaces in between.

8.2.6 View a channel

1. Navigate to Settings > Channels.

2. Scrollthrough orsearch the ‘Assigned channels’ list.

8.2.7 Add a channels

1. Navigate to Settings > Channels.

instante=»nnec

General
Channels

Location

Tactical o Assigned channels (total 850)

License

Drganization

People Management A

Peogle 19 assigned2 1 ] i
Groups 2 user assigned [
.
25 channel ™ B 7/
RallyPoints
3Channel+8 | 4
Radio Interoperability ~
Call Managers 4Channel1111 ] ra
Patch Servers Schannel € i s
Static Reflectors
SChannel ¢y i Vi

Workflow automation

1]
[

Tirhanmal

Audit Log
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Note: The ‘channel defaults’ screens allow for configuration of the default settings for any
new assigned or intercom channels, respectively.

2. Select the ‘+’ (add) button.
3. Select the ‘Create assigned channel’ button.

4. Onthe ‘Create assigned channel’ screen, complete the required and other relevant fields for the
new channel. For example:

+ Spoken Language: The Translations feature uses this to determine what language is
heard on this channel.

« Toggle on Translation, Ops Log, and/or Recorded if using those features for this channel.

+ Add people and groups to the channel.

5. Selectthe ‘Save’ button. Amessage appearsindicating the channel was successfully saved. The
new channel now appears in the ‘Assigned channels’ list.

8.2.8 Bulk add multiple channels

Note: Associating people (users) to bulk imported channels must be done manually.

1. Navigate to Settings > Channels.

2. Select the ‘Import Channels’ button. T IMPDRT CHANNELS

3. From the ‘Import channels’ screen:

Channels

Import Channels

Step 1 of 2: Select file

1. Selecta.CSVfiletoupload. .

Thefile contains the following headers (and corresponding info for each channel being up-
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Required column headers

Importing channels from a .csv file requires the following
column headers:

- CHANNEL NAME
- RTP ADDRESS

- PORT NUMBER

- CODEC

Optionally, the .csv file may also include these columns:

- DESCRIPTION

- ENCRYPTED

- AUDIO STREAM ID
- INTEROPERABILITY
- PERSON GROUP

loaded):

Here is an example .CSV file:

CHANNEL NAME,RTP ADDRESS,PORT NUMBER,CODEC,ENCRYPTED,DESCRIPTION
Fire Dept,239.174.0.1,21000,G.711,Y,Fire Dept
ITService,239.174.0.2,21002,G.711,Y,ITService
Operations,239.174.0.3,21004,G.711,Y,0perations
Help Desk,239.174.0.4,21006,G.711,Y,Help Desk
Technical PMs,239.174.0.5,21008,G.711,Y,TAC
Engineering,239.174.0.6,21010,G.711,Y,Engineering
HRMgmt,239.174.0.7,21012,G.711,Y,HRMgmt
Management,239.174.0.8,21014,G.711,Y,Management
Faculty,239.174.0.9,21016,G.711,Y,Faculty
Students,239.174.0.10,216018,G.711,Y,Students

2. Select the ‘Next’ button.
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Impart channels

Import channels
Sp 2 ol - Privew

3. Usethedata previewtoverify the .CSVis correct.

4. Selectthe ‘Import’ button. A message appearsindicating the channels were imported suc-
cessfully. All of them now appear in the ‘Assigned channels’ list.

8.2.9 Edit a channel

Navigate to Settings > Channels.

Scroll through or search the ‘Assigned channels’ list.

Select the Edit (f") button for the channel.

From the ‘Edit assigned channel’ screen, update the channel’s fields.

Select the ‘Save’ button. A message appears indicating the channel update was successfully

ok w0 N

saved.

8.2.10 Delete a channel

1. Navigate to Settings > Channels.

2. Scroll through or search the ‘Assigned channels’ list.
il

3. Selectthe . button for the channel.

4. Ascreen appears asking you to confirm deletion. Select the ‘OK’ button.

5. A message appears indicating the channel was successfully deleted. The channel no longer ap-

pears in the ‘Assigned channels’ list.

Instant Connect Software, LLC 48



ICE Desktop User Guide

8.2.11 Create Intercom Channel

Intercom channels provide the ability for any user to create a channel between them and one or more
other colleagues. Intercom channels are created by finding and selecting other users from an user
search box.

All settings for the intercom channel are server defined and not visible or editable by the user.

Intercom channel resources are recycled when only one person remains associated with the intercom
and the channel is removed from the client dashboard.

To create an intercom channel, follow these steps:

From the Channels list header click the Plus sign to display the drop-down menu and select Create

@' Channels E) Mute all channels

|
q Create intercom channel,

I Crcate assigned channe

Intercom channel. | .
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Create intercom channel

Channel name; New Intercom Channel

Add people

chrisg]
BobBob X

Chrizs Chris

herebemonsters@gmail.com

chiris witte
chris. wittai@instantoconnectinow.com

Chris P Bacon

evolve@icnow.app

-
CP

Inthe Search field, enter some or all of name of the user.

Click the +icon for the user to add.

After you add all users, click Create

B New Intercom Channel

8 & 0 o)

To leave an intercom channel: From the channel card dropdown, select ‘Leave Intercom Channel’,

The new Intercom Channelis added to the Channels screen.
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B New Intercom Channel ~

then select ‘OK’ onthe ‘Are you sure?’ popup.

8.3 Locations
8.3.1 Configuring and Viewing Locations

Instant Connect Enterprise clients have the ability to provide location updates on each device. ICE
Desktop clients need to select either a manual location or allow for network based location to share.
ICE Mobile client will GPS based location if location sharing is enabled.
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8.3.2 Configuring Location Options

Use the Location screen to configure how you provide location information for a ICE Desktop client
that you have logged on to. This screen also displays a map that shows your location.

The Location screen is opened from the Location menu option in the Settings window. Click the Set-
tings button to open the Settings window. Select Location from the Settings menu.

= instantc«)nnect

General

Tactical ~

Share my location with Automatically
. others:
Settings Using a location | specify
Migsions 78 Never
License w
Organization

People Management v

Channels

RallyPoints

Radio Interoperability v

Call Managers

Patch Servers

Static Reflectors

Workflow automation

Audit L
The following figure describes the Location screen. .
Setting Description
Share my location with others Method that the system uses to share your location.

- Automatically - Network based location
- Using a location | specify - Manually set location

- Never - Does not send location updates

Location coordinates Location coordinates that you are broadcasting.
Location Pin Your approximate location, based on your network location
capabilities.
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8.3.3 Viewing Locations of Members of a Channel

You can view the locations of the device of each active member of a channels, if GPS is enabled on the

device. To do so, click the Map icon on the Channels screen.

Clicking the Map icon opens the Team Locations screen. All Channels is selected by default this
will display the location for all users logged into the system with at least one channel the same
as your user account. To see user locations for a single channel select the channel from the the
channel list. The map displays the location of the devices of active users for the selected channel.

Alex Bob Chris Da... -

+

1000 kam

8.4 OpslLog
Note: To access Ops Log you must be an ICE Desktop Admin or an Ops Log Administrator.
Ops logs capture all activity that occurs on specific channels, e.g., transmissions, messages, transla-

tions, alerts, etc. These logs can be reviewed, supplemented and commented on. When ended, the
entire ops log can be downloaded.
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8.4.1 View Ops Log

File Edi ow  Help
@] ops Logs . © fritz demo Hide
demo for fritz
Created by: Pater Fritz
Channels: Team Wells Chann

- English Channel
Channels Most recent = Start time: 4/11/2024 9:38:3

w fritz demo .

! test attachments

@-1 External
* System

! Wells Best Show
Log

@] euheni test audio @) PeterFritz

@) test2s . 0 —
testing
Ej eugeni test 3
II"‘\ Peter Fritz

Eric Journal End
! Test

E[ Wells Big Show [ | LENDE

! Yogi-ops Iil Alex Alex

| I B e
Fromthe dashboard, select the buttonto bring up the Ops Log popup screen.

Features

Description

Search by name. Toggle between channels and ops logs. Sort by most recent or
alphabetical.

Select an ops log to view.

Review all of the entries in the selected ops log.

Select a channel and add an entry to the ops log. Entries can be text or a file
attachment (e.g., image, audio).

Select an entry in order to review comments. Comments are clarify or add more info

to the entry.
Review the comments on an entry.
Add a comment to an entry.

Select ‘End’ to stop the ops log. Once the ops log is ended, no further entries or

comments are recorded.
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Features  Description
9 Once the ops log is ended, it can be downloaded. Downloads include all entries,
comments, attachments, etc.
10 See the ‘Create an ops log’ section below.

11 Delete an ops log.
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8.4.2 Creating an Ops Log

1. From the ‘Ops Log’ screen, select the + button to bring up the ‘Create Ops Log’ screen.

Create Ops Log

Name *

New Ops Log

Description

This is a new ops log.

i Alex Bob Chris Dan (All) X

i Team Wells - English Channel X

2. Name the ops log.
3. Select the channel(s) for the ops log.

Note:

« Boththe ‘Ops Log’ and ‘Recorded’ features must be enabled on the channel(s) or they
will not be available for inclusion in an ops log.
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+ Ops Log Admins will only see channels to which they belong.

4. Select ‘Create’. The new ops log now appears in the ops log list.

8.4.3 Download an ops log

1. Select an ops log.

2. Select ‘End’ to stop the ops log.

This action cannot be undone. This action prevents new

activity from being added to the log while allowing

administrators to continue editing it.

i el

3. Select‘OK’ onthewarningscreen.
4. Abanner displays confirming the ops log is ended.

5. The ‘End’ button now becomes the ‘Archive’ button. Select ‘Archive’ button.

This action cannot be undone. The log will be closed for all activities i

6. Select‘OK onthewarningscreen.

~

. Abanner displays confirming the ops log is archived.
8. Now the ‘Download’ button is activated, so select it.
9. Select the download location for the ops log archive.

10. The ops log archive is a .zip folder containing all attachments, recordings, entries, and com-
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== opslogs-Apr 11, 2024 % +

1 C d@ Startbackup > opslogs-Apr 11,2024 >

N, Sort - = View
Mame Tvoe
4 Home . Y
E]‘GEHETY _ attachments File folder
i e ':I cle
+ b OneDrive recordings File folder
| j roperties Source File
) Documents | journal Properties Sou il
. ) journal_ent ¥LS Worksheet
ments. * Pictures (%) journal_entry v

8.5 Channel Audio Settings

To configure audio settings for a channel, select the = dropdown from the channel card.

| Alex Bob Chris Dan (All) ~
Edit Des n

+ Speaker Settings: Set the balance between right and left speakers, and set overall channel
volume.

+ Speaker: Select the speaker that plays audio from the channel.

« Microphone: Select the microphone to use for this channel.

8.6 Telephone

ICE Clients have the ability to make and receive telephone calls within the application. These calls are
connected via the IP network and do not utilize the cellular phone plan.

To make and receive phone calls your system administrator will need to configure your user account
with a phone number.
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o
=
=]
=
o
@
o
=
&

Messaging

& Patch

£5) Replay

Your extension: 9876543210

YO

== People

Private calling

Place a private telephone call to another |
searching for their name in the directory

Search people online

Recent calls

View a list of your recently placed and rec

cC Chris Chris

Making a call- Clickon the Telephone tab to open the Telephone panel.
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From the telephone panel you can make a call by dialing a phone number with the dial pad and click
on the green callicon. The call will be sent to the phone number. The call progress screen will be dis-

Calling Mr Bentley

played with an audible ring back.
Press the Cancel button to hang up the call.
8.6.1 Making a Private Call

The Private Call feature provides the ability for the user to Make, Receive private full-duplex calls from
the ICE Desktop client to another ICE client.

Private calling ~

Place a private telephone call to another Instant Connect user by
ching for their name in the directory

Bob| Q

Bob Bob
brent.willems@gmail.com

Start typing the name of the user in the Search Users search box

Afiltered list of users will be displayed. Users that are online will be displayed with a green call button,
offline users will be displayed with a gray call button.

Select the user to call from the list and tap on the green call button.

The call will be sent to the selected user. The call progress screen will be displayed with an audible

Calling Bob Bob

Cancel

Your extension: 9876543210

ring back.
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Press the Cancel button to hang up the call.

8.6.2 Recent Calls

The Recent Calls list provides the user a historical list of call activity. From the recent call list the user

Recent calls
{ 3 ST OT o recent |ﬂ| ACa0 al i
EB Bob Bob
cC Chris Chris
hasthe ability to place a call to the user or number listed in the record.

To place a call from the Recent Call list find the user / number you want to call and click on the green

call button.

8.6.3 Incoming Call

Incoming call f

Decline

Your extension: 9876543210

The Incoming call notification allows the userto decline or answer the call.

Tap the Decline button to reject the call and continue to use the application without an active call.
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Tap the Accept button to answer the call and talk with the caller.

8.6.4 Active Call

Call with Bob Bob

End

Your extension: 9876543210

The active call screen provides the userin call controls.

Table 8: Active Call Buttons

Icon Description

End / Hang-up the call

Mute / Unmute the mic on the call

Displays the dial pad to allow the user to send
DTMF tones in the call
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8.7 Messaging

The Messaging tab is where users can send and receive instant messages via conversations, which are

chat groups based on either a channel or a selected group of users.

+ Displays a list of recent and ongoing conversations

MG Channel 1 (FD DN 70001)

Everyone

Mike
i 1

# NEW MESSAGE

+ Allows searching for conversations by channel or people names. |

8.7.1 View or send a message

1. Search for and select the relevant conversation.

MG Channel 3 with a really long name

812021 125139 P |

test
/A0 1251:45 PM

2. View the conversation thread or enter a new message and send it. | <

8.7.2 Start a new conversation

1. Select the Messaging tab.
2. Select the New Message button.
3. Select either Channel or People.

« Channel: The conversation participants consist of the members of a channel.
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+ People: The conversation participants consist of one or more people, regardless of their
channel associations.

4. Create the conversation.

For Channel:

1. Search for and select the channel. You must be associated with the channel to select it.

Send message to X

E -

Vv v v v v | P

2. The conversation is created and messages can be sent.

For People:

DD

1. Search for and select one or more people (via the + button).

2. Select the New Message button.

3. The conversation is created and messages can be sent.

8.7.3 Edit or delete a message

1. Right-click on the message.
2. Select either Delete message (to delete it) or Edit message (to edit it). If editing:

1. The message populates the message text box and can be edited.
2. When done editing the message, send it.
3. The edited message overwrites the original message in the conversation.

Instant Connect Software, LLC 64



ICE Desktop User Guide

8.7.4 Share an image/video via messaging

8.7.4.1 Supported file types Natively supported file types display as a thumbnail. Unsupported
file types display with a placeholder icon.

+ Image

- .gif

jpg .jpeg jfif .pjpeg .pjp
- .png

- .svg

+ Video
- .mp4

To share an image/video

Brent, Brent-test1, Brent-test2

Brent-test2 Willems-1est2
hi
A2 0132 P

Brent-test] Willerms-tes11

1. Fromtherelevantconversation, selecttheimage/video attachmentbutton. |
2. From the resulting File Explorer (Windows) or Finder (MacOS) interface, select the existing im-

age/video.
3. Once theimage/video is attached to the message, send it.

Note: Image and video files are deleted after 14 days (default timeframe, this is configurable).
Users will see a “This file is no longer available” message in their message history.

To view or save an image/video
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Brent, Brent-test1, Brent-te

Bremt-lest2 Willerms-te

hi

[*| Messaging

Brent-test1 Will

1. Fromtherelevantconversation, right-click on theimage/video thumbnail.
2. Select ‘Open’ to open the file in the OS’s native image display or video player function.

OR

Select ‘Save’ to save the file locally via the File Explorer (Windows) or Finder (MacOS) interface.

8.8 Patching

Patchingis one of several terms used to define the connection of a Instant Connect channel to another
channelor channels, resulting in the ability to establish interoperable communications between chan-
nels and systems not compatible with each other directly. Some of the other terms used to define
this process include “cross-connect”, “interconnect”, or “bridging”. Patching can be initiated by a user
granted the Patch Agent privilege using the Patch tab on the Instant Connect Desktop.

Instant Connect Software, LLC 66



ICE Desktop User Guide

To manage patches on Instant Connect Desktop, select the Patch tab.

Note: You also can select ‘Create Patch’ from a channel card options dropdown menu in order
to access the ‘Patch’ tab.

If the Patch tab is not available check with your system administrator to verify that your user account
has been provisioned with the Patch Agent privilege.
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7: Create a new patch
&
Patch name
‘*5. Patch created by Alex Alex at 3:38:11
'i Patch PM on Mon Jul 24 2023.
. description
gE
E Patch server  Internal Patch Server - dc2
Channels
|
Add channels...
Existing patches
DC2-1.2 melpel and melpe2 (DEACTIVATED) W
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The Patch tab allows the user to Create, Delete, Activate and Deactivate channel patches, assign a
patch to a specific Patch Agent and view the status of exiting patches running on the Instant Connect
system.

8.8.1 Create Patch

Notes:
+ Do not create patches with multicast channels.
+ Only enterprise channels can be patched. Mission channels can not be patched.
Use the Create a new patch form on the Patch tab to enter the information and channels for your new
patch.
« Patch Name: Name of the patch. If left blank the default name will be the channel names.

« Patch Description: Description of the patch. Default: Patch created by <user name> at <time /
date>

« Patch Server: List of available patch servers on the system.

» Channels: Drag and Drop channel cards in to the box to add them to the patch

+ Create: Create button will save the patch configuration into the list of existing patches without
Activating the patch.

+ Create and activate: Create and activate button will save the patch configuration into the list
of existing patches and activate the patch on the patch server

Enter the name of you patch in the Patch name field, enter a Patch Description.
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Create a new paich

b -

B Alex & Dan

a & w1} i

Add channel to patch

Dragand drop channelsin to the Channels box:
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2 Create a new patch

&
Patch name  Mew Patch

Patch created by Alex Alex at

- Patch PM on Mon Jul 24 2023,

" description

S

E Patch server  Internal Patch Server - dc2
Channels Alex & Chris

= Alex & Dan

; q

| Add ch

Clickthe Create or Create and activate button.

The patch will be displayed in the list of existing patches.

If the patch is not already active click on the Activate button.
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8.9 Replay

To play recordings of audio communication for a channel, select the Replay tab. The replay panel

_: Search talkers Q |AZ Y
C
&

ED ~lex & Bob -
-.E‘\-
g .
g v
Ih .

3 ~lex Bob Chris Dan (All) ~
a
|'|'|
LAe

Bob Bob 37 minutes ago (12s) o
Bob Bob 37 minutes ago (1s) o
Bob Bob 43 minutes ago (9s) o

Alex Alex (me) 43 minutes ago (79s) o

a Bob Bob 44 minutes ago (3s) o

- Alex Alex (me) 45 minutes ago (5s) o
opens.

Thereplay panel displays a list of active channels in use by the user with recorded audio clips available

for playback. Aclip is a recording of outgoing or incoming audio transmissions from your ICE Desktop
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forachannel. Your outgoingtransmissions are displayed in red type. Incoming transmissions received
from other users are displayed in black type.

To play an individual clip, click the Play button that appears to the right of the clip name. Audio clips
are displayed from the newest transmitted or received at the top of the list to oldest at the bottom. To
play multiple clips, select the oldest audio clip that you want to replay, all newer audio clips will be se-
lected for replay, click the Play button in the top bar. All audio clips will be replayed from the oldest to

wes3@mdrg com 9 minutes ago (1s)
sami@ice.to (me) 9 minutes ago (95)
wes3@dkg.com 10 minutes ago (2s) o
samifice.to (me) 10 minutes ago (4s) o

newest.

8.10 People Management
8.10.1 View People

« From the desktop, select the ‘People’ tab to open the ‘People’ panel, which displays a list of
your active channels including a list of all users provisioned to use each of those channels.
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& | Search talkers Q,
.
&
ED ~lex&Bob ® 2 Active v
-E‘i
= B Alex&chris 1 Active
< ED ~lexiDan 1 Active v
I .
3 :2lex Bob Chris Dan (All) ® 2 Active ~
Z " an ) Alex Alex (me)
ri':
w4 7
"op ) Bob Bob e
v/ Onchanne
- % Chris Chris
E ~~J offline
E
@ .~ 1 Dan Dan
I e Offline
@
(=
=
ok
(a8

» The panel also provides a ‘Search channel or talker’ box that filters the channel list per the

search string entered.
« Only 20 users can display at a time, please use the search function to find users not displayed.

« The status of each user is displayed with the icon next to their name, the color indicates if they

are online (gold) or offline (grey).
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8.10.2 View a person

1. Navigate to Settings > People Management > People.

instantesynnect

General

Location
Tactical b Existing people (total 2746)
License
Drganization O\ 0
People Management A _ .
0 Arcus O Load | First
People
0 Arcus O Load i Fd Last
Groups
Channels 0 Arcus O Load B V. Ernal
RallyFoints 1 Arcus 1 Load i /s Pass
Radio Interoperability » Cond
1 Arcus 1 Load [ I‘.-:”‘-“
Call Managers
10 5 B 2 L
Patch Servers b Arcus 10 Load s .

Static Reflactors 10 Arcus 10 Load

]
\C

Workflow automation

Audit Log

2. Scrollthroughorsearchthe ‘Existing people’list. L. .. ..

8.10.3 Add a person

1. Navigate to Settings > People Management > People.

2. Onthe ‘Add new person’ panel, complete the required fields for the new person.

3. Assign the new person any relevant roles, e.g., patch admin, ops log admin, enable telephony,
etc.

4. Assign the new person to any relevant channels and groups.

5. Select the ‘Add’ button. A message appears indicating the person was successfully added. The
new person now appears in the ‘Existing people’ list.

8.10.4 Bulk add multiple persons

Note: Bulk adding (importing) multiple people will not work if LDAP is configured for your do-

main users.
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1. Navigate to Settings > People Management > People.
2. Select the ‘Import People’ button.

3. From the ‘Import people’ screen:

Import people

Import people
Step 1 of 3: Select file

+ SELECT .CSV FILE

Step 2 of 3: Define demaln

Lipamain Mame

1. Selecta.CSVfiletoupload.

The file contains the following headers (and corresponding info for each person being up-
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Required column headers

Importing people from a .csv file requires the following
column headers:

- LOGIN NAME
- FIRST NAME
- LAST NAME

Optionally, the .csv file may also include these columns:

- DIGIT ID FOR CISCO UNIFIED IP PHONE

- DIGIT PASSWORD (PIN) FOR CISCO UNIFIED IP PHONE
- IDC DIALER PHONE NUMBER

- IDC DIALER USERNAME

- IDC DIALER PASSWORD

- PASSWORD

- EMAIL

loaded):

Missing passwords

some of the people you are about to import do no
passwords. These users will have a default passw
Welcome!23. This can be changed at any time in |
seltings page.

| Cancel |
Note: If passwordis left blank, a default valueis assigned:
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Here is an example .CSV file:

LOGIN NAME,FIRST NAME,LAST NAME,PASSWORD,DigitID FOR CISCO UNIFIED
IP PHONE,DIGIT PASSWORD (PIN) FOR CISCO UNIFIED IP PHONE,DiallIn
gatestl,qgatestl,Desktop,Welcomel23,1001,1001,1001
gatest2,qgatest2,iPhone,Welcomel23,1002,1002,1002
gatest3,qatest3,xcover,Welcomel23,1003,1003,1003
gatest4,qgatest4,ecom,Welcomel23,1004,1004,1004
gatest5,gatest5,Mac,Welcomel23,1005,1005,1005

2. Enter the domain name that will be used in combination with the LOGIN NAME
value to create each persons user name (e.g., LOGINNAME@yourdomain.com).

Import people

Import people
Step 1 of 3: Select file

B Chlsers\brentwiDeskiopibulkuserupload.csv

Step 2 of 3: Define domain

Domain Name yourdamain. com

3. Select the ‘Next’ button.

Import people

Import people
Step 3 of 3; Preview

= Cllsersibeentw\Deskiop\buluserupload cov

Usarmame First Mama
bepeciubsynahEypoundo Birend
¢ BACK

4. Usethedatapreview toverify the .CSViscorrect.

Last M

Willems

4. Select the ‘Import’ button. A message appears indicating the people were imported success-
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fully. All of them now appear in the ‘Existing people’ list.

8.10.5 Update a person

1. Navigate to Settings > People Management > People.

2. Scroll through or search the ‘Existing people’ list.

3. Select the ‘Update’ button for the person. The ‘Add new person’ panel becomes the ‘Update
person’ panel and displays the selected person’s information.

4. Update the person’s fields.

5. Select the ‘Update’ button. A message appears indicating the person was successfully updated.
The ‘Update person’ panel returns to being the blank ‘Add new person panel.

8.10.6 Delete a person

1. Navigate to Settings > People Management > People.
2. Scrollthrough or search the ‘Existing people’ list.

3. Select the ‘Delete’ button for the person.

Confirm user deletion

4. Ascreen appearsaskingyouto confirm deletion. Selectthe ‘OK’ button.

5. A message appears indicating the person was successfully deleted. The person no longer ap-
pears in the ‘Existing people’ list.

8.10.7 Groups

Organizing peopleinto relevant groups supports quick, targeted communication. The ‘Groups’ screen
allows for the the management (i.e., create, edit, delete) of groups of people.

To Create a group

1. Navigate to Settings > User Management > Groups.
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Create new group...

2. Select the ‘Create new group’ button.

Create new group >

Administrators in this group:
Name:

Find

D seriplion: o
E No people are in this group. Use the + button to add people.

Sync with directory
Qroup:

Peaple in this graup:

Find

E No people are in this group. Use the + button to add people.

Channels in this group:

No channels are in this group. Use the + button to add

8 channels.

3. Namethegroup. Cancel

4. Add one or more Group Admins to the group.

Note: Group Admins are not automatically made group members, so if the Group Admin
is also to be a group member, then add that person as a member, too. The Group Admin
role allows a group member to edit the group’s metadata:

« Group name
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« Group description
« Group membership (add/remove)
« Group channels (add/remove)

5. Add the rest of the people to the group.

6. Add the relevant channels to the group.

Successfully added the Group "x”,

7. Selectthe ‘Create’ button. Abannerappears:

8.10.7.1 Add or remove a group to a channel Add or remove a group to an assigned chan-
nel via the ‘Add Groups’ panel, which is accessible when creating or editing an assigned channel.

Edit assigned channel
Channel Datails A Invite people w
' el B Saniiied o Foa. i ticieants Add Groups o
Mame drents "!"33'9""?“ Channel Sdd groups v this chanmel
-
DV Group ®
Brent’s Assigned Channel
Description Tara test group 03,7.22_build 2508 @
Tara test on build 2511_03.14.22 ®
Connection “ | all of the Bremis &
Dial-In W
Groups in this channel
Radic Interoperability v .
Encryption s | &ll of the Brems -E:I
Advanced Settings L
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8.10.7.2 Message a group To message a group, add the group to the messaging conversation via

=]
=
8
2
=
a

®

gl 3 oad users

®

DNV Group

@

Tara Les1 growp 03.7.22_binld 2508

@

[Tara (st on bukd 2511 03,1422
il

@

bl of the Brents

. # NEW MESSAGE
the ‘People’ tab.

8.11 Rallypoints
Notes:
« When doing a fresh installation, initial Rallypoints are created and registered automatically.

« When a Rallypoint is deleted via ICE Desktop, whether intentionally or on accident, it will

reappear after ~30 seconds.
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8.11.1 View Rallypoints

Go to ‘Settings > Rallypoints > Registered Rallypoints’ to see a list of currently registered Rallypoints.

8.11.2 Create a Rallypoint

Note: Creating a Rallypoint requires ICE Agent already be installed. ICE Agent is downloadable

from the Instant Connect Support Portal located at: https://support.instantconnectnow.com/s/downloads.

1. Navigateto Settings > License>Enterprise>APIKey Creation. peeerey | 8

API key creation ~

Createkey: [NEEEINIIEY

Current key:

eyJhbGCiOJIUZITNIJ9.eyJpYXQIOJE20TUSNjkwNDCSINBPZCIBYOYZRIYZYZLWR]
KYSThYmUWLWEWNTK4YmY3YjMxOCJ9.WeUZUAXDGKKeSsGhFQvh7thWHWKhHSHR _-23
DEmLKI

2. Select ‘Create APl key’ and a new API key is automatically generated.

3. Navigate to Settings > Rallypoints.

4, Select ‘+.

5. Select ‘Create a Rallypoint’ to open the ‘Create an external Rallypoint’ screen, which displays

anewly created command. Notice the newly created APl key was automatically inserted into the

command.

Create an external Rallypoint X

To create a Rallypoint on your network, install the ICE Agent software and execute the following command,
Consult the product guide for additional details, including instructions for Docker deployments.

- NCCRp: f fdave lo] 10 L LPWE . LCNOW .. AP 444 b E
k rour-apli-key-hare

Note: If an APl key was not yet created, the command will contain a line stating-k ,your

-api-key-here>.

6. Select the clipboard icon to copy the command, then paste it into a convenient location, e.g., a

text file.

7. Close the ‘Create an external Rallypoint’ screen.

8. Open ICE Agent and execute the newly created command.

9. Return to ICE Desktop and see the new Rallypointis listed.
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8.11.3 Register a Rallypoint

1. Navigate to Settings > Rallypoints.

2. Select ‘+’.

Register a RallyPoint...

Name

The name of the RallyPoint

Description

RallyPoint addresses

Specify the addresses that a client may use to reconnect to this RallyPoint. Recon
attempts will be made in the order that the addresses are listed

3. Select ‘Register aRallypoint’ to open the ‘Create an external Rallypoint’ screen.

4. Complete the required fields for the existing Rallypoint being registered.
5. Select ‘Add Rallypoint’.

6. Seethe newly registered Rallypoint is listed.

8.11.4 Update Rallypoint(s) when the ICE Server IP address changes

If the ICE Server IP address is updated, then the following Rallypoint and Channel updates also must
be performed:

1. Navigate to Settings > Rallypoints.

2. Delete the relevant Rallypoint(s). After ~30 seconds, the deleted Rallypoint(s) will reappear and
are automatically updated to reflect the new IP address.

3. Navigate to Settings > Channels.

+ ‘Assigned channel defaults’ / ‘Intercom channel defaults’ / ‘Telephony defaults’: Update to
the correct Rallypoint (i.e., with the updated IP address). This ensures the updated Rally-
point is used by default.

« ‘Assigned channels’: Update all relevant assigned channels to the updated Rallypoint us-
ing the ‘Edit’ function. This ensures the updated Rallypoint is used by the associated chan-
nels.
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8.12 Radio Interoperability

The Radio Interoperability category contains configuration options for DFSI Gateways, Fixed Sta-
tions, ISSI Gateways, and Radio Systems.

8.12.1 P25 Interoperability

The P25 Interoperability category contains P25-specific configuration options for DFSIG and fixed
stations.

Terms to know:

+ Project25 (P25): Aseries of standards and protocols developed by the Telecommunications
Industry Association (TIA) TR-8 Committee using open procedures required by the Ameri-
can National Standards Institute (ANSI).

« Digital Fixed Station Interface (DFSI): A P25 DFSI protocol for connecting conventional P25-
base stations or repeaters to local radio communication networks.

+ Fixed Stations (FS): A permanently located radio transmitting station.

+ ICE Radio: A software gateway (DFSIG) connecting ICE Server and P25 DFSI-capable fixed
stations. Please see the ICE Radio Administration Guide for more information.

« Inter-RF Subsystem Interface (ISSI): A P25 protocol that enables multiple RFSSs to be con-
nected together.

« ISSI Radio System: An external P25 Radio System with RFSS, or an external ISSIG.

+ RFSS: Radio Frequency Subsystem. A basic element in the network infrastructure of a P25

system.

8.12.1.1 Key Management The Key Management screen allows for the the management (i.e., cre-
ate, edit, delete) of P25 encryption keys.

Note: Any key associated with the channel of a fixed station must be created in the desktop client
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instantes)nnec*

P25 Crypto Keys
Successfully added the P25 Crypto Key “testkey24”.

®

General

P25 Crypto Keys

Location
Tactical ~ P25 Crypto Keys Create P25 Encryption Key
License ate a new P25 encry
Organization A Name:

Name: testkey23
User Management Description:

Algorithm: AES o
Channels Key 1D: 123 Description:

Storage Location; 123
RallyPoints

= - |

Radio Interoperability A Algorithm: DES

P25 Intercperability A Name: tesikey2d

Description:
Algmitpl’:m: AES Fey ID:
Key Managemaent Key ID: 1234
Storage Location: 1234 Storage
DFSI Gateways ) Location:
oy -
Fixed Stations \ Key Data:

Call Managers
Patch Servers

Static Reflectors

and cannot be imported. [ WerkflowAutomation T ,
8.12.1.1.1 Create a P25 encryption key

1. Navigate to the ‘Create P25 Encryption Key’ panel located at Settings > Radio Interoperability >
P25 Interoperability > Key Management.

2. Enter the required information.

3. Select the ‘Save’ button.

0 PZ5 Crypto Keys

o

Successiully added the P25 Crypto Key “testkey2d.

4. Abanner will display:

5. On the ‘P25 Crypto Keys’ panel, you can search for the new key by name.

8.12.1.2 DFSI Gateways The DFSI Gateways screen allows for the management (i.e., create, edit,
delete) of P25 DFSI gateways.

+ Indicates whether a gateway is ‘in service’ or ‘not in service’.

Instant Connect Software, LLC 86



ICE Desktop User Guide

« Listswhich fixed stations, if any, are assigned to a gateway.

8.12.1.2.1 Create a DFSI gateway

1.

File Edit Window Help

Location

Tactical w

License

Organization

Pecple

Channels

RallyPoints

Radio Interoperability »~

P25 Interoperability ~

Key Management

DFSI Gateways

Fixed Stations

Call Managers

Patch Servers

Static Reflectors

Workflow Automation

Audit log

iNstante=)nne

DFSI Gateways

DSFI Gateways

MName: ICE DFSIG Server/icetadmin * Notin ser
Description: ICE DFSIG Server

Fixed Stations: 2,1,3

MName: ICE_DFSIG_5965949476-C2VTD  * Notin ser

Description:
Delete

Fixed Stations:

Mame: ICE_DFSIG_3963949476-JFLW4 ® Mot in ser
Description:

Fixed Stations:

(oo

MName: ICE_DFSIG_667BBBDA6E-6VAMS

= Notin ser

Navigate to the ‘Create DFSI Gateway’ panel located at Settings > Radio Interoperability > P25

Interoperability > DFSI Gateways.

Enter the name of the gateway. You can also enter additional descriptive information, if desired.

Select the ‘Create DFSI Gateway’ button.

Radio Gateway

Successfully added the Radio Gateway “testdfsi”.

A banner will display:

On the ‘DFSI Gateways’ panel, search for the new gateway by name.

A token code displays in the gateway listing. This is a one-time code that only displays on cre-

ation of the gateway, so copy and save it now. Once you navigate away from the ‘DFSI Gateway’

screen, it will disappear and be irretrievable. Please refer to the Create an env file section of

the ICE Radio Administration Guide for further instructions on using the token code.

If you do miss the code, then delete the gateway and recreate it, in order to get another one-time
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DFS| Gateways C -~

testdfsi Q,

Mame: testdfsi & Mot in service
Description:
Fixed Stations:

Token:

This is the only time that the DFSI Gateway Token can
be viewed. You can not recover it later.

code to copy and save. .

8.12.1.3 Fixed Stations The Fixed Stations screen allows for the management (i.e., create, edit,
delete) of P25 fixed stations.

+ Indicates whether a fixed station is assigned to a channel (and which one) or ‘unassigned’.
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File Edit Window Help

= instantes)nnect
Location . )
P25 Fixed Stations
Tactical w
License Active P25 Fixed Stations Create P25 Fixed Station
Organization
Pecple
Channels
Name: 1 * Unassigned
- Description:
RallyPoints Gateway: ICE DFSIG Server/icetadmin Description
IP address: 127.0.0.1
Radio Interoperability ~ Port 1111
Console ID: 1
Network Access Code: 1
P25 Interoperability ~ Group ID: 1 IP address
Key Management Delete
DFSI Gateways
Name:' 2. * Unassigned Gateway: ICE DFSIG Serverficetadmin
Fixed Stations Description: 2
Gateway: |CE DFSIG Server/icetadmin
IP address: 127.0.0.1 neala
Call Managers Port 1111 Console ID
Console ID: 2 .
Patch Servers Network Access Code: 2 Metwork

Group ID: 2 Access Code:

Static Reflectors ) )

Workflow Automation

Cancel

Audit log

8.12.1.3.1 Create a fixed station and assign it to a channel

Fixed stations must be assigned to a channel in order to be available to network users.

1. From the Fixed Station screen, under Create P25 Fixed Station, populate the required fields:

Your organization’s radio administrator should be able to provide most of these values.

+ Name

« Host name or IP address

» Port

+ Gateway (the fixed station is assigned to the gateway specified here)
« Console ID

+ NAC (Network Access Code)

» Group ID

2. Select the Save button. The new fixed station now appears in the Active P25 Fixed Stations
list.
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3. Fromthe Channelsscreen, select a channelto edit.

File Edit Window

General

Lacation

instante-)nnect

Channels

Tactical ~

License

Assigned Channels

Organization
People
Channels

RallyPoints

O\ Enc

Radio Interoperability ~

19 assigned2 [} @ Cof
25 Channel ] ra Fra
Arhannalift - & -

4. From the Edit assigned channel popup, under Radio Interoperability, populate the required

fields.

« Interoperability type
+ Select P25 Fixed Station (the specified fixed station is assigned to the channel)

File Edit Window Help

« Select P25 Crypto Key

5. Select the Save button.

Edit assigned channel

Invite people

Channel Details w
Connection e
Dial-In v
Radio Interoperability A

* Not in service

Interoperability
type P25 DFSI

Select P25 Fixed

Station Fs14 -
Select P25 Crypto

Key 20 -

Encryption ~

Advanced Settings
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8.12.1.4 ISSI Gateways The ISSI Gateways screen allows for the management (i.e., create, edit,
delete) of P25 ISSI gateways.

+ Indicates whether a gateway is ‘in service’ or ‘not in service’.

RallyPaints

Radio Interoperability A

Active gateways

Kenwood NEXEDGE +

P25 interoperability ~

Mama: LT_issi-gateway_renamisd?
Description: blah
Key Management
J 4 Gateway ID: 11
Hostnama/IP address:
DFSI o Radio system: LT_radic-system
Gateways
Fixed Stations

Hame: KM_ISSI_GW
Description:

k3 - Gateway 1D: 600

Hosiname/IP address:

Radio system: vic_mcl172
Channels:

Radic Systems Channel name Group ID
Call Managers (ZA s 2 S8
km_issi_chan1 5
Patch Servers
vic_p25s_ 7

Static Reflectors

« Lists which radio system is designated for a gateway. [ 2%

8.12.1.4.1 Create an ISSI gateway

1. When creating an ISSI gateway, an existing radio system must be designated, so, if necessary,
first create a radio system by following the instructions in the Create a radio system and assign
it to a channel section of this document.

2. Navigate to Settings > Radio Interoperability > P25 Interoperability > ISSI > Gateways.
3. Select the + (Create gateway) button in the lower, right of the screen.

4. Enter the gateway name and ID, then select the appropriate radio system. You can also enter
additional descriptive information, if desired.

5. Select the ‘Create’ button.

1551 radio gateways

0 successfully added the radio gl eway
MyNewlSSIGateway”

6. Abannerwilldisplay confirming the new gateway was added:
7. On the ‘Active Gateways’ list, search for the new gateway by name.

8. Atoken code displays in the gateway listing. This is a one-time code that only displays on cre-
ation of the gateway, so copy and save it now. Once you navigate away from this screen, the
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token code will disappear and be irretrievable. Please refer to the Create an env file section of

the ICE Radio Administration Guide for further instructions on using the token code.

If you do miss the token code, delete the gateway and recreate it, in order to get another one-

time codeto copy and save.

Active gateways

Myl

MName: MyMew!SS1Gateway
Description:

Gateway 1D: 1

Hostname/IP address:

Radio system: MyMewRadioSystemn
Token:

This is the only time that the 1551 gateway token can be viewed. You can not recover it later.

Delete

8.12.1.5 Radio Systems The Radio Systems screen allows for the management (i.e., create, edit,

delete) of P25 radio systems.
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« Indicateswhetheraradio systemis ‘connected’ or ‘disconnected’.

8.12.1.5.1 Create aradio system and assign it to a channel

RallyPaints

Radio Interoperability A

Kenwood NEXEDGE v

P25 interoperability ~

Key Management

DFsl

Gateways

Fixed Stations

551

Gateways

Radio Systems

Call Managers

Patch Servers

Static Reflectors

Audit Log

ISSI radio systems

Active radio systems

Mame: LT_radic-system
Description:

Hostname/IP address: 1.1.1.1
Port number: 11111

RFSS1D: 11

System 1D: 11

WACNID: 11

Name: MyNewRadioSystem
Description:

Hostname/IP address: 1.1.1.1
Port number: 1000

RFSS1D: 1

System ID: 1

WACHID: 1

Mame: vic_mcl172
Description:

Note: Radio systems must be assigned to a channel in order to be available to network users.

1. Navigate to Settings > Radio Interoperability > P25 Interoperability > 1SSI > Radio Systems.

2. Select the + (Create radio system) button in the lower, right of the screen.

3. Populate the required fields. You can also enter additional descriptive information, if desired.

« Name

« Description

+ Hostname/IP address
+ Port number

RFSS ID

« System ID
« WACNID

4, Select the ‘Save’ button.

5. Abanner will display confirming the new radio system was added and now appears in the active

Is=si radio systems
afully sdded the rades system

MyMeaRpoSyshem’

radio systems list.
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6. Fromthe Channelsscreen, selectachannelto edit.

7. From the Edit assigned channel popup, under Radio Interoperability, populate the required

fields.

« Interoperability type = P25 ISSI

File Edit Window Help

General

Location

Tactical ~

License

Organization
People
Channels

RallyPoints

Radio Interoperability ~

Channels

Assigned Channels

19 assigned2

25 Channel

arhannalit

+ Radio system = Select the appropriate radio system to assign to the channel.

« Select P25 Crypto Key = Select as appropriate.

« Group ID = Every ISSI channel must be associated with a unique talk group ID.

Edit assigned channel

Interoperability
type

Radio system

Cryplo key

Group 1D

P25 1551

MyNewRadioSystem

Channel details w
Connection ~
Dial-in w
Radio Interoperability ~
* Mot selected

Encryption

Advanced settings

Invite people

Add groups

[

8. Select the Save button.

Instant Connect Software, LLC

instante-)nnect

L]

L]

Enc

Fra



ICE Desktop User Guide

8.13 Call Managers

The Call Managers section allows for the configuration, update,

the system, which only allows one call managerto existatatime.

8.14 Patch Servers

8.14.1 View patch servers

and deletion of the call manager for

Call Managers
People Management A

People
Call manager
Groups
Channels
Rallypoints
Mame: DevCUCM
Radio Interoperability ~ Description:
Hostname or IP address 192.168.0.90
Kenwood NEXEDGE Port 5060

Mode SIP Trunk
P25 interoperability ~

Key Management

Go to Settings > Patch Servers > Active patch servers to see a list of currently active patch servers.

8.14.2 Create a patch server

Note: Creating a patch serverrequires ICE Agent already be installed. ICE Agentis downloadable

from the Instant Connect Support Portal located at: https://support.instantconnectnow.com/s/downloads.

1. Navigateto Settings > License > Enterprise > APl Key Creation. Deetekey | B

API key creation ~

permissio performed using it will appear as t
Create key: Create API key

Current key:

eyJhbGCiOiJIUZI1NiJ9.eyJpYXQIOJE20TUSNjkwNDCSINBPZCIBI|YOYZRiY2YZLWRINZKINGN
KYSThYmUWLWEWNTKAYMY3YjMXOCJ9. WeUZUAXD6KKeSSGrhFQuh 7thWHWKhHSHR 23
DEmLKI

2. Select ‘Create APl key’ and a new API key is automatically generated.

3. Navigate to Settings > Patch Servers.

4, Select ‘+.

5. Select ‘Create a patch server’ to open the ‘Create an external patch server’ screen, which dis-

plays a newly created command. Notice the newly created API key was automatically inserted
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Create an external patch server

To create a patch server on your network, install the ICE Agent software and execute the following comman:
Consult the product guide for additional details, including instructions for Docker deployments,

now.app: 4447 A E

.
into the command.

Note: If an APl key was not yet created, the command will contain a line stating -k , your

-api-key-here>.

6. Select the clipboard icon to copy the command, then paste it into a convenient location, e.g., a
text file.

7. Close the ‘Create an external patch server’ screen.
8. Open ICE Agent and execute the newly created command.

9. Returnto ICE Desktop and see the new patch server is listed.

8.15 Translations

A translation is patch between channels that allows almost real-time translation between people
speaking different languages. In the following example a translation patch was created between two
channels: one is set to English for its spoken language, and the other is set to Spanish for its spoken
language.

B Team Wells - Spa

B /M ago

8 &

Team Wells - Eng|

a & o) i

Firstan English speaker transmits the following, “Hello, can you hear me?”
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After a brief pause, the Spanish speakers on the Spanish channel hear, “;Hola puedes oirme?”

B Team Wells - Spanish C...

Translator

g & &0 )

4 | Team Wells - English C...

o & o)) 1IN

o)) 1

| Team Wells - English C...

A Spanish speaker then responds, “Si, podemos ofrte.” L ludiinibiy

Team Wells - Spanis

 9m ago | Translator

o & o) 1IN

Team Wells - English

Translator

o & o) 1

After a brief pause, the English speaker hears, “Yes, we can hearyou.”

8.15.1 View existing translations

Go to Settings > Translations > Existing translations. There a searchable list of translations
displays. Activated translations are in BOLD, while deactivated translations are marked as such.
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Existing translations ~

Maria 2024, {ENG} Maria (DEACTIVATED) v

Matt 1 (English), Matt 2 (Spanish), Matt 4 (French) v

Team Wells - English Channel, Team Wells - German Channel, Team Wells - Spanish Channel (DEA... v

Team Wells - English Channel, Team Wells - German Channel, Team Wells - Spanish Channel v

8.15.2 Create and activate a translation

Note:

+ You must be a Patch Administrator to create and activate translations.
« Verify the channelsto be used are set to different Spoken Languages and have Translation
enabled.

Go to Settings > Translations > Create a new translation.
Name the translation and add any helpful description.
Select the translation server.

Select ‘Add channels’.

Use the search to select at least two channels.

Select ‘Create’.

No ks N

Select ‘Activate’.

8.15.3 Deactivate a translation

1. Go to Settings > Translations > Existing translations.
2. Select the relevant translation.

3. Select ‘Deactivate’.

4. The translation will now display as deactivated.

8.15.4 Delete a translation

1. Go to Settings > Translations > Existing translations.
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2. Select the relevant translation.
3. Select ‘Delete’.
4. The translation is deleted and no longer appears in the list of existing translations.

8.16 Static Reflectors

Note: As of ICE 3.3.0, when a static reflector is deleted, whether intentionally or on accident, it

will reappear after ~30 seconds.

8.16.1 View active static reflectors

Go to ‘Settings > Static Reflectors > Active static reflectors’ to see a list of currently active static reflec-
tors.

8.16.2 Create a static reflector

Note: Creating a static reflector requires ICE Agent already be installed. ICE Agent is download-
able fromthe Instant Connect Support Portal located at: https://support.instantconnectnow.com/s/downloads.

API key creation ~

SISVl Create API key

Current key:

eyJhbGeiOiJIUZI TNiJ.ey pYXQIOJE20TUSNjkwNDCsInBpZCI6IjYOYZRiYZYZLWRNZKINGN
kYSThYmUwLWEWNTk4YmY3YjMxOCJ9.WcUZuAxD6kKe5sGrhFQvh7thWHWKhH5HR_-23
DEmLKI

l Delete key l a

1. Navigateto Settings>License>Enterprise>API Key Creation.
2. Select ‘Create APl key’ and a new API key is automatically generated.
3. Navigate to Settings > Static Reflectors.

4. Select‘+.

5. Select ‘Create a static reflector’ to open the ‘Create an external static reflector’ screen, which dis-
plays a newly created command. Notice the newly created API key was automatically inserted
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Create an external static reflector

To create a static reflector on your network, install the ICE Agent software and execute the following comma
Consult the product guide for additional details, including instructions for Docker deployments.

The static reflector must bind to a specific network interface on the host system that

supports multicast traffic. Modify the "eth0" value in the example command accordingly.

intothe command.

Note: If an APl key was not yet created, the command will contain a line stating -k , your
-api-key-here>.

6. Select the clipboard icon to copy the command, then paste it into a convenient location, e.g., a
text file.

7. Close the ‘Create an external static reflector’ screen.

8. Open ICE Agent and execute the newly created command.

9. Returnto ICE Desktop and see the new static reflector is listed.

8.17 Workflow Automation

Workflow Automation provides the ability for users provisioned as Workflow administrator to create
Workflow Automation Rules of procedures organized by an “Event” as the trigger and an “Action” that
is assigned to the event to be executed when the trigger is received.

8.17.1 Events

Workflow Automation Rules “Events” are the trigger point that will cause the assigned “Action” to be
executed.

List of Events that can be used in the creation of Workflow Automation Rules:

+ Geofence - Execute the Action when provisioned users enter or leave the geofence boundary.

« On Date/Time - Execute the Action once at the specified Date and Time.

+ Scheduled Event / Recurrence - Execute the Action every Minute, Hour, Daily, Weekly, Monthly.
+ Webhook - Execute the Action when a request is received on the configured server URL.
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8.17.2 Actions

Workflow Automation Rules “Actions” are the list of items that will executed when an “Event” is trig-

gered.

List of Actions that can be assigned to an Event in the creation fo Workflow Automation Rules:

« Create Intercom Channel - Create a temporary channel between a list of users.

+ Delete Channel - Delete a Intercom or Assigned channel.

Assign People to Channel - Assign a list of users to a channel.

« Remove People From a Channel - Remove a list of users from a channel.

8.17.3 Create Workflow Automation Rules

Send Alert Message - Send an alert message to a list of users or on a channel.

To create a Workflow Automation rule your user account needs to be provisioned as a Workflow Ad-

ministrator.

Select the Workflow Automation tab from the Settings Menu.

If you do not have the Workflow Automation option in your menu contact your System Administra-

tor.

The Workflow Automation page displays a list of created Workflow Rules

Workflow Automation

Workflow Automation Rules

Active MHame Dese

B
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Click on the CREATE NEW WORKFLOW RULE button to open the New Workflow Automation Rule
form.

8.17.4 New Workflow Automation Rule Form

Workflow Automation

New Workflow Automation Rule

Step 1 of 3: Details

Rule Name

Step 2 of 3: Event Trigger

Event Type Select an option to proceed

The New Workflow Automation Rule formis divided into 3 steps:

1. Details: Enter a Name and a Description of the rule you are creating. The Name and Description
is displayed in the list of Workflow Automation Rules.

2. Event Trigger Type: From the drop down list select the type of Event Trigger that will be used
to start the Actions configured in this Workflow.

+ At Location - Execute the Action when provisioned users enter or leave the geofence
boundary

« On Date/Time - Execute the Action once at the specified Date and Time
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+ Via Webhook - Execute the Action when a request is received on the configured server URL

3. Actions - Add the action that you want to have execute on the receipt of the Event Trigger.

8.17.5 Event Triggers

8.17.5.1 At Location Trigger (Geofence) The At Location Event Trigger is used to create a Work-
flow Automation Rule that triggers the Action when users assigned to the rule enter or leave the ge-
ofence boundary.

Step 2 of 3: Event Trigger

Event Type

Previous Geofences

+ CREATE GEOFENCE

Selectthe At Location Event Trigger Type frome the Event Type drop down list.

You can choose to use an existing geofence by selecting a saved geofence from the Previous Geofences
list.

To create a new geofence click on the CREATE GEOFENCE button. The Geofence map opens, allowing
you to select the trigger type (Arriving or Leaving for this geofence), and to zoom into the location for
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Geofence

sl ® Draw Fence

East 2450 South

fast 2550 South street

15€3 QODE UINos

East 2590 South Street

{nos

the geofence.

Trigger

© Arriving
O Leaving

East 2450 South

1563 OLZE Ynog

5,
s"bﬁo
o€

Leaflet | © OpenStreetMap contributors

Cancel

To draw a geofence boundary, tap the Draw Fence button. You can now draw a new boundary.

Tap the starting point of the geofence boundary and drag the size icons on the points to create your

boundary. The shaded area onthe map indicates your geofence boundary.

Geofence

- e
- [ ——

Eas

1583 QO0E WINos

East 2590 South Street

12a41s 1583 DEQE WINos

0L0E YInas

L2450

gast 2
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Click the Save button to save your geofence boundary.

Now that you have created your geofence you need to add users to the geofence that will trigger the
event when they enter or leave the geofence.

Click onthe Add People To Geofence button, select the users from the list of users that will use this ge-

Workflow Automation

Step 2 of 3: Event Trigger

Event Type At Location v

-+
T
T

1

1

Easg 2450 South

(ENY]

2 conlribors

Step 3 of 3: Actions

ofenceandclick Save.

The selected users are now added to the At Location Event trigger.

8.17.5.2 On Date/Time Trigger The On Date/Time Event Trigger is used to create a Workflow Au-
tomation Rule that triggers the Action on the configured Date/Time.
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Step 2 of 3: Event Trigger

Set an Event Trigger which will determine when/where

Event Type On Date/Tir

Start Date: 03/03/2021

Start Time: 10~ 00~

Repeat Never
Selectthe On Date/Time Event Trigger Type frome the Event Type drop down list.

Enter the Start Date and Start Time for the Workflow, select how often you what the rule to reoccur
from the Repeat drop down list.

8.17.5.3 Via Webhook Trigger The Via Webhook Event Trigger is used to create a Workflow Au-
tomation Rule that triggers on a received post to a Webhook.

Step 2 of 3: Event Trigger
Set an Event Trigger which will determine when/where Ac

Event Type Via Webhook

A url that you can place into an external syste

SelecttheViaWebhook Event Trigger Type frome the Event Type drop down list.

Click the Save button to save the Workflow Automation Rule. The Webhook URL is displayed in a
dialog box. Use the displayed URL in your system that will be sending the webhook event.

8.17.6 Actions

Actions are a list events that are executed when an Event is triggered.
Step 3 of 3: Actions A

Set Actions that occur when/where Event is triggered. You can set multiple Actions per event.

+ ADD NEW ACTION
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Clickthe ADD NEW ACTION button to create an action.

Create New Action

Select an option to proceed
Create Intercom Channel
Delete Channel

Assign People to Channel

Remove People From Channel

Action Type Send Alert Message
Qutbound Webhook
Qutbound Webhook
Make an HTTF reguest to the provided URL to trigger an extémal system 10 take action

Webhook URL

Verb:

Headers

https:/fwebhook site/23858dfe-1998-4435-af6

GET

Select the Action Type from the list in the Create New Action screen.

8.17.6.1 Create Intercom Channel Action The Create Intercom Channel action will cre-

ate a private channel with the users that are assigned to the channel in the action form.
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Create New Action

Action Type: Create Intercom Channel -

Create Intercom Channel

Intercom channel will be created when event is triggered

Channel Name Security Alert

Select People

mr Q

Mr Bentley

Mr. Cucumber

Mrs. Cucumber

Dov Nimratz

Cancel

E@@ee

To configure the Create Intercom Channel action select Create Intercom Channel from the Action type
list.

1. Enter a name for the channel and select People from the list of users. Use the search filter to
find users in the list.

2. When all the users have been assigned click on the Save button.

In this example the channel name is Security Alert and will be assigned to the users Mr Bentley and
Mr Cucumber.

Instant Connect Software, LLC 108



ICE Desktop User Guide

8.17.6.2 Delete Channel Action The Delete Channel action will delete the selected channel and

Create New Action

Action Type: Delete Channel

Delete Channel
Channel will be delsted when event is triggered

Select Channel

dddddddddd

17th Dec 2020

3Channe

AChanne

SChanne

6Channe

removeitfrom allusersthat have been assigned to the channel.

@ e 0 6

To create the Delete Channel action select Delete Channel from the Action type list.

1. Select the channel from the list of channels or use the search filter to find the channel you want
deleted and click on the plus sign button to select it.

2. Click on the Save button.

8.17.6.3 Assign People to Channel Action The Assign People to Channel action will assign the
list of users to the selected channel. The channel will appear on the users client as a new resource to
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Create New Action

Action Type: Assign People to Channel -

Assign People to Channel

People will be assigned to selected channel(s) when event is triggered

Select Channel Select People

dddddddddd rrk 1

17th Dec 2020 Revati 10
3Channel S5seba 6 54321
4Channel seba b

5Channel seba 88

@ e o e
CANOCRNCEROCRNONNC)

6Channel rrk @

Cancel

use.

To add people to a channel in the action select Add People to Channel from the Action Type list.

1. Select the channel from the list of channels or use the search filter to find the channel you want
assigned to the users click on the plus sign button to select it. Then select the users from the
list of users or use the search filter to find the users you want to add to the channel and click on
the plus sign button to select them.

2. Click the Save button.

8.17.6.4 Remove People From Channel Action The Remove People From Channel action will
remove the list of users to the selected channel. The channel will disappear on the users client as a re-
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Create New Action

Action Type: Remove People From Channel -

Remove People From Channel

People will be automatically removed from a channel when event is triggered

Select Channel Select People
Q Q
dddddddddd ® rrk 1 ®
o 17th Dec 2020 ® Revati 10 ®
3Channel ® Sseba 6 54321 ®
4Channe ® seba 6 ®
5Channe ® seba 88 ®
6Channe ® k9 ®

Cancel

sourcetouse.

To remove people from a channel in the action select Remove People From Channel from the Action
Type list.

1. Select the channel from the list of channels or use the search filter to find the channel you want
remove the assigned users from and click on the plus sign button to select it. Then select the
users from the list of users or use the search filter to find the users you want to remove from the
channel and click on the plus sign button to select them.

2. Click the Save button.

8.17.6.5 Send Alert Message Action The Send Alert Message action will send an alert message
on the selected channel. All users assigned to the channel will receive the Alert Message. Users that
are online will receive the message immediately. Users that are offline will receive the message on a
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Create New Action

Action Type Send Alert Message -

Alert Message
Alert message will be sent when event is triggered

Message Header:

Message Contents:

200 characters remaining

Receiver Type: Channels v

Select Channel

dddddddddd. )

Cancel

successful login.

To send an alert message on a channel or to a list of users select Send Alert Message from the Action
Type list.

1. Enterthe Message Header for the Alert Message in the Message Header field. Type the complete
Alert Message in the Message Contents box.

2. To send the message to all users on a list channels, select Channels from the Receiver Type
and select the channels from the list of channels or use the search filter to find the channels
you want to send the alert message on and click on the plus sign button to select each channel.

3. To send the message to a list users select Persons from the Receiver Type and select the
users from the list of userss or use the search filter to find the users you want to send the alert
message to and click on the plus sign button to select each user.

4, Click the Save button.

8.17.6.6 Outbound Webhook Action The Outbound Webhook action will send a request to the
configured URL for the webhook. The post to the webhook URL will invoke the action on the ex-
ternal system. The action can be used to start another event on the external system, generate a
query for data or any other action that can be implemented on the system you are integrating with.
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Create New Action

Action Type Outbound Webhook A

Qutbound Webhook
Make an HTTP request to the provided L

Select Verb...
Webhook URL:
GET
Verb: POST
DELETE
Payload:
Headers
Attribute Value
test 11111111 )4

+ ADD NEW HEADER

To make an Outbound Webhook request to an webhook URL select Outbound Webhook from the Ac-

tion Type list.

Enter the complete URL in the Webhook URL field.

Select the verb / method to be used in the webhook request: Get, Post or Delete.
Type any payload information into the Payload box.

Enter required Header Attribute / Value pairs in the list.

Click the Save button.

bk w =

8.17.7 Activating a Workflow Automation Rule

Workflow Automation Rules can be Activated or Deactivated from the Workflow Automation Rule
list.
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Workflow Automation

Workflow Automation Rules &
Q

Metive Name Deseription Actions
S | e bk s T V|
eu channe /s
cbhosk - new chaane + e N
4 erv da s B

To Activate a Workflow Automation Rule click the Enable / Disable button on the rule you want to
activate.

The Enable / Disable button will turn blue when the rule is active.
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8.18 Audit Log

The audit logrecords changes (i.e., create, update, delete) to the system, including the who, what, and

Audit log

Fiter  10/08/2021, 11:42 AM &) 10/15/2021, 11:42 AM ™ Reset
Performed By Action Type Description Date/Time
Brent Willems Session Created Person Brent Wi m
Brent Willems Updated Person Updated { 10/15/21, 11:41:23 AM
Super User Updated Person Updated { 3211 AM
Super User Session Destroyed Person Super Use 10/15/21, 11:38:11 AM
Super Uiser Session Created Super Use 10/15/21, 11:35:09 AM
Super User Updated Person Updated { 10/15/21, 11:35:09 AM
Super User Sessi0n Destroyed Person Super Use 10/15/21, 11:35:02 AM
Super User Updated Person Updated { 10/15/21, 11:35:02 AM

2one: UTC-05:00 Showing 1-9 of 10000 records Export to CSV
wheninregardstothe change.

« Filter: The 7-day default timeframe can be modified vi the ‘From’ and ‘To’ dates.
+ Reset: Select to return the timeframe to the 7-day default.
+ Audit record fields:

Performed By
Action

Type
Description
Date/Time

+ Export to CSV: Select to export the audit log records as a .csv file. There is a 10,000 row limit for
the exported file.

8.19 Audio Alerts

Audio alerts allow prerecorded audio files to be broadcast over selected channels. The audio files
must meet the following specifications:
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Duration = 60 seconds or less

File type =.wav

File size = 15 MB or less

Sample rate = 16000 Hz
Number of channels =2 (stereo)
Codec=PCM

8.19.1 Create an audio alert

= instante+)nnect

Audio Alerts

Create Audio Alert

RaliPomts
Radio Interoperability w
Call Managers

Patch Servers

Static Reflectors

Workflow Automation

At log

Ao Alerts |

Record orupload an alert audio file for transmission.

1. Navigate to Settings > Audio Alerts.
2. Select the ‘Create Audio Alert’ button.

3. Name the alert and attach an audio file:

« Record a new audio file:

1. Select the ‘Create Recording’ button.
2. Select the record button and speak into your device’s microphone.
3. When done, select the stop button to stop recording.

+ Upload an existing audio file:

1. Select the ‘Upload Recording’ button.
2. From the resulting file search popup, select the relevant audio file.

4. Play the attached audio file to confirm it is ready.

(i) Audic alert successfully created p .4
5. Selectthe‘Create’ button. Abannerappears:
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9 Archived recordings

Archived recordings

Filter:  Alex Bob Chris Dan (All)

06/01/2023, 04:42 PM

Talker Channel N
1, laptop 550_users
1, desktop 550_users
1, desktop 550_users

Time zone: UTC+09:00

The Archived recordings page provides access to recorded audio communicationfiles.

9.1 Enable recording for a channel

Note: If Rallypoint is disabled for a channel, then Archived Recording is unavailable.

Address

Rallypoint d

1. Go to Settings > Channels.
2. Search for the channel.
3. Editthe channel.

4. Go to the ‘Advanced settings’ section.
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5. Select ‘Recorded’. The audio activity on that channel will now be recorded. The archived record-

Dial-in
Radio Interoperability
Encryption

Advanced settings

Thesze low-level channe! configuration details are useful for

interoperability with ather waice communication platforms

@l ) Header extensions @) Full duplex

Codec Opus narrowband (24

Frame size 20 ms

Multicast TTL bd

Limit

_ seconds
transmit

ings will be available at Settings > Archive Recordings.

9.2 Listen to arecording

1. Gotto ‘Settings’ > ‘Archived Recordings’.

2. Refine the list of recordings using the filters:

« Channel
« Person (user)
« Timeframe (date and time)

3. Select to play and/or download the recording.
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4. Select the Info icon to open the ‘Recording details’ popup, which displays the recording’s meta-

Recording details ~

Eric Channel B

General
id file storage name
2023025802 10-0fa8- | lee-R1 56-61 874774 308" “archivedrecording M23-07-01 0851cnSd-b3%e4653-88a4-
bSO a3IR30e0"

organization id
N OO - MR DR person alias

*Akers, Erichlobile
channel id

Hiche2 $9-8b0-4eb | -bbal 42e0ebe2Sd5 start tine
. . SOGCR12Y, 5:25:58 AMT
audio stream id

Hietie 250 2db0-deb 1 -bial -2 e0ebe 2 4431 end time
OG22, 32530 AMS
person id
(36bhasSae-Olec-dhe-R08 T-04 5500 Ihde 2d" r\.piru wl
BOTOL23, S25:00 AMT
event id
| Do B 3 T0- 300 Ta T-Ted 32511 c924 | duration
) Ea®
trace id '
TO62T4349 content type

"andia’K-wav

Save recording ¥

data.

10 Obtaining ICE Desktop Build Information

Build information includes information that can help our support team provide assistance with ICE
Desktop.

To access build information, from the menu bar, select Help -> Build Info. The Build Info screen opens.
You can cut and paste information from this screen into an email message or other document to share
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w  Help

Learn more.

P

Build info.

Tro

Version 3.5.0 (win32)

Build identifier release/3.5.0 / 33adBBOBeSe] 3alcOcde6821839409d7ea7 1535 (28220)
Build date 2024-04-02 6:50:01.57 -0700

Media engine engage-engined@l. 244.90840011

Hardware ID BIF0N1ZA4BAFECCTIAE7714DBI0EAIFAR

Crypto FIPS 140-2 validated

ICE Server™ version 3.6.34944 / git-3bfE7a0 (AP 17)

Capyright © 2019-2024 Instant Connect Software, LLC. All Rights Reserved

Open source attributions

The follawing sets forth attribution notices for third party software that may be contained in portions of the ICE Desktop application. We thank the open
community for all their contributions.

Library Source code License Type License
Tzip-bin@5.1.1 Source code MIT License
7zip@0.0.6 Source code GHU LGPL License
@aashutoshrathi/word-wrap@1.2.6 Source code MIT License
{@amppraject/remapping@2.2.1 Source code Apache-2.0 License
@azure/msal-browsen@2. 383 Source code MIT License
@azure/msal-common@13.3.0 Source code MIT License
@azure/msal-common(@13.3.1 Source code MIT License
@azure/msal-node@1.78.3 Source code MIT License
@babel/cli@?.22.15 Source code MIT License
{@babel/code-frame@7.22.13 Source code MIT License
withthe support team. l

11 General Settings

Use the General menu to configure a variety of system settings and operations.

Access the General settings form from the Settings window select General menu option.

Instant Connect Software, LLC 120



ICE Desktop User Guide

General

Location

Tactical ~ Network interface

Settings Instant replay
Missions Cross Mute Location
License v Hot keys
Grafana

The following figure describes the options in the General menu. [@2nzation

Network Interface: Provides an option for selecting the network interface to be used for voice traffic.

See the “Network Interface” section
Instant Replay: Options for configuring Enable / Disable and limits for Instant Replay
Hot Keys: Provides the ability to Create and assign an Action for Hot Keys

Notifications: Enable / Disable notification when audio is received on a channel or on a incoming
telephone call

Push to Talk Sounds: Enable / Disable notification sounds and set the volume level for PTT Granted,
PTT Denied, PTT End and PTT Received

Error Sounds: Enable / Disable notification sound and set the volume level for Network Channel er-
ror

Other Sounds: Enable / Disable notification sounds and set the volume level for Telephone Call and
Channel Added

Crash Reporting: Option to Enable / Disable automatic reports sent on a application crash

11.1 Network Interface

Networkinterface options allow you choose the network device the application will use for connecting

Metwork interface
Device System default
Ethernet 2
Instant replay Wi-Fi
tothe network. Thefollowingtable describesthese options.
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Network Interface: Displays the option for choosing a network device.

Device: Selects the network interface that is used for voice communications. The operating systems
default network interface card is selected by default, but it may not be the best interface to use in your

situation.

11.2 Instant Replay

Instant Replay options allow you to enable and configure the limits for storing the audio files.

Instant replay

ipplication performancs
Enable

replay

Max stored 25
replays

Oldest 2 hours
replay

Control the number and age of

"Replay” tab. Stoning lange numbers of replays can adversely &

Replays older than selection will be deleted

A

talk-bursts that appear under the

et

L@

The following table describes these options.

Setting Description
Instant Replay Displays the options for Instant Replay settings for your client
Enable Replay Enables or disables Instant Replay on your client. When enabled

Max Stored Replays

Oldest Replay

Instant Replay recordings are available for replay for the amount of
time and length configured.

Configures the maximum number of recordings to store on your client.
Choose from: 25, 50, 75, 100 (Default)

Configures the length of time to archive a recording. Choose from: 24
hours (Default), 22, 20...2 hours
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11.3 Cross Mute Location

‘Cross Mute Location’ allows the audio transmitted from an ICE Desktop to be squelched on other de-
vices with matching location IDs. Enter the relevant location ID in the ‘Location’ field to enable. Clear

| scation
Factical b Network Interface Notifications
icense w IRs10m replyy w  Pushto talk sounds
Dirganizatian Cross Mute Location ~ | Error sounds
Pecple Management  w Othar sounde
Channls Crust raporting
HallyPoints S e
thefield to disable.

11.4 Hot Keys

Hot Keys allow you configure key combinations that can be used to perform common actions in the

Hot keys -~
Map keystrokes (o commonly performed acticns. Shortouts ane
aclive aven when ICE Deskiop is nat in the loreground
right control shifft
Keystroke
Action Transmit on selected channels -
Apply keystroke
Active hot keys:
left control+left
®
clientapplication without having to use the mouse. ? i
The following table describes these options.
123
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Setting Description
Keystroke Combination of keys used to perform the configured Action
Action Action to be performed when the user presses the combination of keys

configured in the Keystroke. Choose from: Transmit on selected channels,
Open map, Accept call, End call, Transmit on a specific channel

Apply keystroke Saves and activates the Keystroke configuration and the applied Action
Active Hot Keys Lists the currently active Hot Key combinations and actions
X Click the X icon next to an Active Hot Key to delete it

11.5 Grafana

Grafana, which serves as the presentation layer for Prometheus (metrics) and Loki (logs), is an open
source analytics and interactive visualization web application providing charts, graphs, and alerts for
the web when connected to supported data sources. Prometheusis an open source tool used forevent
monitoring and alerting, records real-time metrics in a time series database, with flexible queries and
real-time alerting. Loki is an open source log aggregation system designed for resource efficiency and
ease of operation.

11.5.1 Call Data Records (CDR)

neral / ICE Call Data Rece

ICE Call Data Records (CDR)

CDR may be viewed using Grafana.

11.5.1.1 To view CDR

1. From the General screen, select the Grafana button to open Grafana within the desktop app’s
built-in web browser.

2. Select the Open in Browser button to open Grafana in an external web browser.
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While you can continue to view Grafana from within the desktop app’s built-in web browser,

the external web browser view is recommended as it makes full use of your screen, allowing

for more information to be visible at once.

3. Select Manage from the Dashboards dropdown.

4. From the resulting dashboard list, select the CDR dashboard.

Column

Timestamp
Channel
Call Trace ID
Person ID
Person

Tx/Rx

Duration
Latitude
Longitude

Location Age

Description

When the call occurred.

The channel on which the call occurred.

Unique system identifier for the call (a transmit and the corresponding receives).
Unique system identifier for the user.

Configured user name displayed in the Ul.

The type of call activity: tx (transmit), rx (receive), txcall (direct call transmit),
rxcall (direct call receive)

The duration of the call.
The user’s latitudinal location during the call.
The user’s longitudinal location during the call.

How long ago the location data was captured, i.e, how old it is.

11.5.1.2 Sort, Query, Filter CDR

+ Click on column headers to toggle between ascending/descending sorts.
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ICE Call Data Recx

Ok Cancel

Click on column filter button to filter by selected column values.

Query: Enteravaluein the Query field, then select Enter on your keyboard to refine the records
displayed.

Tip: Triple-click on a CDR value to select it.

Time Range: Click the Time Range dropdown to configure a custom time range or to select a
predefined one.

Refresh: Select the Refresh button to manually refresh the data, or select the adjacent drop-
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Absolute time range

now-6h

To

Moy

Apply time range

It looks like you haven't used this time picker
before. As 500N as you enter some time
intervals, recently used intervals will appear
here

to find out more about

now 1o enter custom time ranges.

down to configure auto refreshes at scheduled intervals.

11.5.1.3 Download CDR

CDR
® View Inspect: CDR

g Share

@ Explore e

@ Inspect | Data

Panel JSON

Apply pane’ transiion Formatted data Download for Excel

11.5.1.4

1. From the CDR dropdown, select Inspect.

2. From the Data tab of the resulting Inspect screen, enable Apply panel transformations.

3. Select the Download CSV button to download the CDR dashboard data as a CSV file. The file
contains the data currently displayed, reflecting any filters in effect.
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11.5.2 Server Logs

Use the following instructions to view, modify, and download server logs.

11.5.2.1 View Server Logs

1. From the General screen, select the Grafana button to open Grafana within the desktop app’s
built-in web browser.

2. Select the Open in Browser button to open Grafana in an external web browser.

While you can continue to view Grafana from within the desktop app’s built-in web browser,
the external web browser view is recommended as it makes full use of your screen, allowing

for more information to be visible at once.

3. Select Explore from the Compass icon menu.

prometheus

Lhsery type - Grafana -

5. Select the Log browser button.

6. From the resulting screen, select the data label(s) and then, for each label, select the data
value(s).

7. Select the Show logs button to view the server logs.

11.5.2.2 Interacting with Server Logs

+ Select alog line to see its log details view.
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+ By default, the log shows 1000 log lines, this can be modified via the Line limit field by entering

another value, e.g., 500 or 3000.

Ouery type ristant Line limit

+ Select the Live button to switch to a live feed of the server logs. In the live feed, new logs come
in from the bottom of the screen and have a fading contrasting background to help keep track
of whatis new. Select the Pause button or scroll the logs view to pause the live feed and explore
previous logs without interruption. Select the Resume button to resume the live feed. Select
the Stop button to exit the live feed and return to the standard view.

+ Time Range: Click the Time Range dropdown to configure a custom time range or to select a
predefined one.

+ Refresh: Select the Refresh button to manually refresh the data, or select the adjacent drop-

down to configure auto refreshes at scheduled intervals.

@ Explore
Absolute time range
Relative time ranges

Query type Last 5 minutes

Last 15 minutes
Last 30 minutes
Last 1 hour
Last 3 hours

Last 6 hours

Last 12 hours

Last 24 hour v | 1d [
st24hn s i
o 111 oo [
13:46

Last 2 days 13:45

Note: Above are some basic operations, for even more on exploring server logs with
Grafana/Loki, please see the following Grafana documentation:

- Logs in Explore
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- Using Loki in Grafana
- LogQL: Log Query Language

11.5.2.3 Download Server Logs

1. Runthe server log (see the View Server Logs section above).

2. Select the Inspector button.

3. From the resulting screen, select the Data tab.

4. From that tab, select the Download CSV button to download the serve log data as a CSV file.

11.5.2.4 APIs for Server Logs

1. Get API key.

Configuration

= Data Sources
A, Users
2 Teams=
¥ Plugins

It Prederenoes

. . . g AP Kiys
1. Fromthe Configuration (gearicon)dropdown, and select APl Keys.

2. From the API Keys tab of the Configuration page, select the Add API key button.

3. Enterthe APl key name, role and expiration (leave blank if no expiration desired), and select the

Add API Key

Keyname  test api key Rele Viewer =  Timetolive
Y p Y

Add button.

4. From the resulting APl Key Created popup, copy the API key.

Note: You can only view this key here this one time, so be sure to copy it now!
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+ Add query ) Query history

Logs

|~ Stats @ Query Inspector {} JSON

Juery inspector

+ Expand all © Copy to clipboard

Object

4, GettheURL.

Run the server log (see the View Server Logs section above).
Select the Inspector button.

From the resulting screen, select the Query Inspector tab.
From that tab, select the Refresh button.

Copy the URL.

ok wn e

5. Combine the API key and URL to create the command. The format is:

curl -H "Authorization: Bearer [API key]" 'https://staging.
instantconnect
enterprise.com/grafana/[URL]

For example:
If the API key is:

eyJrIjoiVoIwcGI5c0Z5c040a2pDeF IDNUtGeX IDWHFZWUKkyYOciLCJuIjoibW4gdG
VzdCIsImlkIjoxfQ

and the URL is:
api/datasources/proxy/2/loki/api/vl/query_range?direction=BACKWARD

&1limit=1000&query=%7Bnamespace%3D%22ice-arcus%22%7D&start
=1629402190000000000&end=1629405791000000000&step=2

Then the command is:

curl -H "Authorization: Bearer eyJrIjoiVOIwcGI5c0Z5c040a2pDeF1DNU
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tGeX IDWHFZWUkyY@ciLCJuIjoibW4gdGVzdCIsImlkIjoxfQ==" 'https://
staging.instantconnectenterprise.com/grafana/api/datasources/
proxy/2/loki/api/vl/query_range?direction=BACKWARD&Limit=1000&
query=%T7Bnamespace%3D%22ice-arcus%22%7D&start
=1629402190000000000&end=1629405791000000000&step=2"

Note: The URL in the example command above is encased in single quotes to prevent the

terminal from trying to interpret the ? and & characters.

11.6 Notifications

Notifications are slide in messages that display whenever audio is received while in the appli-
cation is in the background. A user can enable / disable the notifications with these settings.

Maotifications "

Display a notification whenever audio is received while the
applcation s in the backgnound

Incoming PTT
Incoming calls

Incoming chat messages

AAA

Incoming alert messages

Output Default - DELL U27230E (Intel... -
device

Incoming PTT: Enable / Disable notification for audio received on activated channels.

Incoming Calls: Enable / Disable notification for incoming telephone call.
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11.7 Push to Talk Sounds

Push to Talk Sounds are notification tones that are played during push-to-talk events. A user can en-

Push to talk sounds

Fush to talk granted
Fush to talk denied

Fush to talk ended

able/disable these tones and adjust the volume of these tones.

Volume Slider: Adjust the volume of PTT notifications by sliding the level to your desired volume.
Slide left to lower the volume, slide right to increase the volume.

Push to Talk Granted: Enable / Disable notification tone for successful PTT button press.
Push to Talk Denied: Enable / Disable notification tone for failed PTT Grant on PTT button press.

Push to Talk Received: Enable / Disable notification tone for audio received on an active channel.

11.8 Error Sounds

Error Sounds are notification tones that are played when an error occurs such as a channel becomes

Error sounds e
i ——§ T
. Metwork channel &
disconnected from the network. FHDTE ClEnmer errer

Volume Slider: Adjust the volume of error notifications by sliding the level to your desired volume.
Slide left to lower the volume, slide right to increase the volume.

Network Channel Error: Enable / Disable notification tones played when a channel becomes discon-
nected from the network or Rallypoint.
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11.9 Other Sounds

Sound notification tones for Telephone call ringing and tones played when a Channel is added to a

C bty wik
= —ip
Telephony incoming call

Telephony cutgoing call

Alert received

Outgoing text messages

|
&
-
Channel added L@
&
L@
L@

Incoming text messages

clientcan be configured in this section.

Other sounds ~

Volume Slider: Adjust the volume of error notifications by sliding the level to your desired volume.

Slide left to lower the volume, slide right to increase the volume.

Telephone Call: Enable / Disable notification tones played when receiving or placing a telephone
call.

Channel Added: Enable/Disable notification tones played when your user is added to a new Assigned
or Intercom channel.

11.10 Crash Reporting

Crash Reporting when enabled allows the desktop application to report crash details to the Instant
Connect Enterprise engineering team whenever the application encounters a major problem.

Crash reporting

Report crashes

Verbose logging

Usage patterns and personalinformation are never collected.
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Report Crashes: Enable / Disable the collection and reporting of the error log files.

Verbose Logging: Enable /Disable Verbose Loggingin the application. These logs contain more detail
information on the operation of the application.

12 ICE Desktop Tactical Mode

ICE Clients have the ability run in Tactical mode, which provides the ability for the clients to operate
without any server login or any connection to any server for services.

All channels are created and shared via missions that created within the application. All clients run-
ning the same mission file can communicate with each other and share user status and location infor-

mation.
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12.1 Viewing Missions

Missions are created, configured, and shared from the Settings > Tactical > Missions screen.
File Edit Window Help

= instantecs«)nnect

General _—
Missions
Location
Tactical A MNorth Parking Lot ..5: V|
Settings o
Marth Parking Lot g B

Missions

License

Enterprise

Tactical

Organization

People Management W

South Parking Lot

Channels

Rallypoints

South Parking Lot V4

Radio Interoperability  »

Call Managers

Patch Servers

Translations

Static Reflectors

Active missions that are loaded into ICE Desktop are listed in the Channels list on the Channels Screen,
select a mission to open the list of channels in the mission. Below the Security Mission is opened
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with North Parking Lot and South Parking Lot channels listed and active in the channels screen.

Channels Unmute all channels  Deselect all channels Fied lyout  Standard @ [0 _
# | Morth Parking Lot o

[:| Assigned e a & L L]
+ | South Parking Lot o

L

Morth Parking Lot ~
Morth Parking Lot
South Parking Lot ~

u South Parking Lot

4 "-?"' Marih Parking Lok, Seuth Parking Lot

12.2 Tactical Settings

The Tactical -> Settings menu option provides the user configuration options for User Identity, License
Activation and Asset Discovery.

12.3 Tactical User Identity

Tactical user identity options allow you to view and edit your identity, which is displayed to other
Tactical User Identity

Display Name:

User ID: WesW

Alias: WesW

users. Thefollowing table describes these options.
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Setting Description

Display Name Your full name, used to identify you in the Replay tab and User tab

User ID Unique ID that identifies you within your organization

Alias Alias that identifies you on radio systems or other interoperable systems

12.4 Tactical License Activation

ICE desktop client licenses can be activated and deactivated when either online or offline. Without an
active license, users will find ICE features and capabilities are significantly limited, e.g., only 3 second
bursts of PTT. When deactivated, licenses are returned to your organization’s pool of licenses for others
to use.

12.4.1 Activate a desktop license when online

1. From the desktop client, navigate to: Settings > Tactical > Settings > Tactical License Activation
2. If a Rally Tactical Systems (RTS) license:

1. Select ‘RTS License’.
2. Enter the ‘License key’.
3. Select ‘Load license file’ to upload the license file.

3. If aTactical license:

1. Enter the ‘Server Address’.
2. Enterthe ‘License ID’.
3. Select ‘Load license file’ to upload the license file.

4, Select ‘Activate’.
5. The license is activated.

12.4.2 Deactivate a desktop license when online

1. From the desktop client, navigate to: Settings > Tactical > Settings > Tactical License Activation
2. Select ‘Deactivate’.

3. For ‘Are you sure you want to deactivate license?’, select ‘OK..

4. The popup closes and the license is deactivated.
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12.4.3 Activate a desktop license when offline

Note: This process requires a mobile device, which must be online (i.e., have internet access).
The ICE Mobile app does not need to be installed on the mobile device.

1. Start on the offline desktop:

1. Open the ICE Desktop client and navigate to: Settings > Tactical > Settings > Tactical Li-
cense Activation

2. Enter the license key in the ‘License Key’ field.

3. Select ‘Offline? Activate with a mobile device’.

4. The resulting ‘Activation QR Code’ popup displays a QR code. Leave this popup displayed.

2. Go to the online mobile device:

1. Scan the QR code displayed on the desktop. It indicates a URL.
2. Openthe URL in a web browser, which leads to a webpage displaying an ‘Activation Code’
(it’s below the QR code).

3. Go back to the offline desktop:

1. From the the ‘Activation QR Code’ popup, select ‘Next’.
2. Enter the activation code.

3. Select ‘Activate’.

4. The popup closes and the license is activated.

12.4.4 Deactivate a desktop license when offline

Note: This process requires a mobile device, which must be online (i.e., have internet access).
The ICE Mobile app does not need to be installed on the mobile device.

1. Start on the offline desktop:

1. Open the ICE Desktop client and navigate to: Settings > Tactical > Settings > Tactical Li-
cense Activation

2. Select ‘Offline? Deactivate with a mobile device’.

3. For ‘Are you sure you want to deactivate license?’, select ‘OK..

4. The resulting ‘Deactivation QR Code’ popup displays a QR code.

2. Go to the online mobile device:

1. Scanthe QR code displayed on the desktop (you may now close the popup). It indicates a

URL.
2. Open the URL in a web browser, which leads to a webpage acknowledging the license is

deactivated.
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12.5 Tactical License Blocks

Organizations that have acquired a pool of tactical licenses can issue them in bulk to defined user
groups. Tactical licenses, for both mobile and desktop clients, are issued with a defined duration, and
on expiration are returned to the pool of available tactical licenses.

12.5.1 Create a tactical license block

General q g
Tactical license blocks
Location
Tactical ~ Mobile license blocks (@ ~  Deskiop license blocks
Settings
Missions
Android issue (2 of 2 beenses in use) ra Matiz (0 of 3 licenses in
License A
Upadhye1 (2 of 2 licenses in use) rd romani 7214 (1 of 3 licen
Enterprise
Mebile 303 (1 of 5 hcenses in use) ra romani7214-1 (1 of 5 lic
Tactical I
issue with mobile 1 (1 of 2 licenses in use) r Yogid?/11 (2 of 5 license
Organization - .
| CZT10 EZB10 (0 of 5 licenses in use) n /s
Peopl w
le Managemen: Maria C:11/16 E117 (1 of 3 licenses inu ,‘
Channels Issue with TLE For mabile (2 of 3 licenses i Fa
RallyPoints Matiz (1 of 2 licenses in use) Fd
Radio Interoperability Yogi07/11-M (3 of 5 licenses in use) ra
Call Managers
Patch Servers

1. Navigate to Settings>License>Tactical. Static Reflectors

2. Select the + (Create license block) button in the lower, right of the screen to open the ‘License
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License block creation

0 of 0 reserved licenses are currently in use

Block name My License Block

Descnplion

Expiration date 12/31/2022 f

Mo. of licenses 10

License type Mobile

l Cancel Create license bl

block creation’ popup. 2

3. Populate the required fields. You can also enter additional descriptive information, if desired.

» Block name

+ Description

« Expiration date: The date the tactical license block expires and its licenses are returned to
the pool of available licenses.

+ No. of licenses: The number of licenses in the block, which cannot be updated once the
license block is created. This amount typically equals the number if users in the group,
but cannot exceed the total number of licenses in the pool (minus those already reserved
for other license blocks).

+ License type: Desktop or mobile.

4, Select the ‘Create license block’ button.

5. A banner will display confirming the new license block was created and now appears in the
active license blocks list, which also indicates how many of the licenses in the block are currently
activated.

6. The ‘License activation’ popup displays the server address and license ID used to activate one
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of the tactical licensesin the block. This activation information is the same for all licenses in the
block and can be shared with users via QR code (mobile only) or copied text. Select the ‘Done’
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License activation for mobile tam

license block "My License Block”

Done

button to closethe popup.
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12.5.2 View or update a tactical license block

1. Navigate to Settings > License > Tactical.
2. Select the Edit (#") button.

3. Thelicense block’s details are displayed:

+ Information defined by admin during creation

« License activation information

Activated licenses

ZDBE31EADDCSFAF 504507 BEAL

« Listofactivated licenses, including device IDs and activation dates/times:

4. Update the license block as desired.
5. Select the ‘Save’ button.

6. Abanner will display confirming the license block was updated.

12.5.3 Delete a tactical license block

Note: A license block can not be deleted if at least one of its licenses are active.

1. Navigate to Settings > License > Tactical.
2. Select the delete () button.
3. Select the ‘OK’ button to confirm deletion.

4. Abanner will display confirming the deletion.

12.6 Asset Discovery

Asset discovery options allow you to configure devices that advertise services on the network. ICE
Desktop self-configures channels based on the advertisement. The following table describes these

options.
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Note: The asset discovery feature requires the gateway to be running a version of firmware that sup-
Asset Discovery

his experimental feature will attempt to find and provision radio nets connected through certain Cistech GV1 gateways. Cont

representative for details.

@) Discover CISTECH GV1 LMR Assets

Broadcast Address 239.192.1.42

Broadcast Port 5354

) 10

Timeout (Seconds)

portsthe asset discovery feature.

Setting Description

Discover CISTECH GV1 LMR Assets Enables or disables listening for gateway advertisements

Broadcast Address IP address that is configured in the gateway for
advertisements

Broadcast Port IP port that is configured in the gateway for advertisements

Timeout (Seconds) Amount of time between each advertisement of packets

13 Missions

Missions are an easy way to create and manage channels (talk groups) and participate in communica-
tion with other users across your organization from your PC. Each mission contains a group of chan-
nels that provide seamless (PTT) communication via multiple devices.

13.1 Creating Missions

You can add a mission to your ICE Desktop by creating a new mission or by importing the mission from
a file from the Missions screen.

To access options for adding or importing a mission from the Missions screen click the Plus Sign (+),

menu options:

« Open Mission is used to import a mission from an file in the PC directory.
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« New Mission is used to create a new mission that can be shared and exported to file.

+ New Mission From Passphrase is used to create a new mission from a string of words, numbers

13.2 Create a New Mission

Creating a new mission file is allows the creator to share the mission file with other users that need
to communicate across 1 or more channels to accomplish the task for the group. The mission file can
be shared via scanning a QR code or by loading the mission file from email or directory of the client

device.

Navigate to Settings > Tactical > Missions.

[/} Open mission...

<+ New mission

/2 New mission from passp

Click the Plus Sign in the Missions Desktop and select New Mission.
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Anew untitled mission opens on the Missions screen.

General

Location

Tactical Untitled mission

Settings
Untitled channel

License

Enterprise

Tactical

Organization
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Edit Mission

MName Untitled mission

Description

PIN

Automatic channel identification @)

Rallypoint (__
Receive Address 239.192.1.0
Transmit Address 239.192.1.0

Use mission connection settings for all audio channels

Encryption [ @)

----------------------------------------------------------------

Forthe mission, select the Edit ( s ) button.

Perform these actions in the Edit Mission box, then select ‘Save’:

Setting Description

Name Enter a name for the mission. The mission name does not
need to be unique but it should be descriptive for users. Do
not use extremely long mission or channel names if the
mission file will shared via QR code. The amount of data that
is allowed is a QR code is limited.

Description In the Description field, enter a brief description of the
mission.
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Setting

Mission Control

Automatic channel identification

Channel ID

Receive /| Transmit Address

Rallypoint

Encryption

Generate new authenticator

Description

Mission Control is a special communications channel that
conveys identity and presence information (like active users
on a channel) to others engaged in the mission.

Auto-generated unique GUID used by the system to identify
this channel.

Manually-entered unique GUID used by the system to
identify this channel.

If needed, update the randomly selected IP addresses and
ports that appear in the Receive Address and Transmit
Address fields (3). (For information about address ranges for
multicast groups, see
https://en.wikipedia.org/wiki/Multicast_address-
https://en.wikipedia.org/wiki/Multicast_address.)

Enable and configure the use of a Rallypoint for this Mission
Control channel.

If needed, disable the Encryption option (4), which is enabled
by default. Enable encryption on the mission control to
ensure the data on the control will not be sent in the clear
and could be compromised by a network packet capture.

Generates an encryption key that is used to encrypt data
communications on the mission control channel. Used when
Encryption is enabled. Changing the encryption key without
sharing the new encryption key to all other users on the
mission will cause interrupted communications

For the channel, select the Edit (-l"") button. In the ‘Edit channel’ screen that opens, configure the

Instant Connect Software, LLC

149


https://en.wikipedia.org/wiki/Multicast_address
https://en.wikipedia.org/wiki/Multicast_address

ICE Desktop User Guide

Edit channel Untitled channel

Channel details -
Name Untitled channel
Description

Connection -

Automatic channel identification {0

Rallypoint

Receive Address 239.192.1.1 1025

Transmit Address 239.192.1.1 1025
Encryption A

Encryption IJ

................................................................ ®©®

Generate new authenticator

channel options forthe new channelas shown in the following figure:

Channel Details

Name: Enter the name for the channel. The mission name does not need to be unique but it should
be descriptive for users. Do not use extremely long mission or channel names if the mission file will
shared via QR code. The amount of data that is allowed is a QR code is limited.

Connection
Automatic channel identification: System generated identifier that users use to access the channel.
Rally Point Toggle: Enables or disables the use of Rallypoint on the channel.

Receive Address: Multicast address and port on which audio is received for the channel. The transmit
and the receive multicast address and port combinations can be the same, but do not need to be.

Transmit Address: Multicast address and port on which audio is transmitted for the channel. The
transmit and the receive multicast address and port combinations can be the same, but do not need
to be.
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Encryption
Encryption Toggle: Enables or disables encryption on the channel.
Speaker

Speaker Volume: Drag the slider bar to increase or decrease the volume of this channel. Volume on
other channels may be diffrent.

Speaker: Select the speaker that plays audio from the channel for the your device.
Microphone

Microphone Source: Select the microphone that you use to speak on the channel.
Advanced Settings

Header Extension Toggle: Enables or disables header extensions. When enabled, the system allows
header extensions on packets to include additional data about the transmitting user.

Full Duplex Toggle: Enables or disables full duplex mode. When enabled, a party on the channel can
send and receive audio at the same time.

Codec: Select the audio codec to that the channel uses.

Interoperability: Select the radio interoperability type from Default, Trellisware, Persistent Systems,
Vocality, and Cistech.

Frame Size: Select the size of audio frames that are transmitted on the network.

Limit Transmit: Enables or disables transmission limitations. When enabled, enter the number of
seconds the that a user can transmit audio during a single PTT activity.

Alias: Enter an alias to identify users on radio system or other interoperable systems.

13.3 Create a New Mission From Passphrase

Creating a new mission file is allows the creator to share the mission file with other users that need
to communicate across 1 or more channels to accomplish the task for the group. The mission file can
be shared via scanning a QR code or by loading the mission file from email or directory of the client
device.

Navigate to Settings > Tactical > Missions.
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[/} Open missior

+ Mew mission

2 New mission

Clickthe Plus Signin the Missions Desktop and select New Mission From Passphrase.

| Generate a mission from passphrase

Fassphrase
Channel count 4
Rallypoint
Generate a mission from passphrase formis displayed. |
Setting Description
Passphrase Enter the Passphrase to be used to generate the unique mission. (min 15
characters)
Channel count Enter the number of channels to be created in the mission. (1 - 25)
Rallypoint Enable and configure the use of a Rallypoint for this mission.

The new mission is created and available in the channel list. Any other ICE client the uses the same
passphrase, channel count and Rallypoint will be able to communicate with you on the channels.
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[ Channel 1

[] Security Mission w
L] My Team Mission v
L] Channel 2
Bentleyisonthecouch -
Channel 1
b4 Channel 2
= [J Channel 3
Channel 3

Channel 4

[ Assigned “' [J Channel 4

[ ] Intercom

13.4 Open a Mission

Open a Mission is used to create the channels that will used to communicate with other users on the
same task force. The mission file needs to be available on the PC running the ICE Desktop application
via email, USB drive, network storage etc.

Navigate to Settings > Tactical > Missions.

[/} Open mission...

<+ New mission

/2 New mission from passg

Click the Plus Sign in the Missions Desktop and select Open Mission.
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In the Load Channel Group from File window that opens, navigate to and select the mission to import

Load channel group from file

« » w 4 4 > Downloads »

Organize ~ Mew folder

ot

ﬁ Home Name Date modified Type
EJ Galle ~ Last week
Y
B asasa 02-04-2024 02:10 PM  ICE File

v i OneDrive
~ Last month
» 1 Documents

Bnrop 15-03-2024 02:04 PM  ICE File

> [ Pictures ~ Earlier this year
B The mobile who scan the mission  13-02-2024 01:38 PM  ICE File
il Desktop ~ # B The mobile who create a mission ~ 13-02-2024 01:33 PM  ICE File
+ Downloads # B hifc 12-02-2024 11:16 AM  ICE File
@ Documents # B all type 01-02-2024 11:57 AM  ICE File
PN pictures  # B asa 30-01-2024 03:01 PM  ICE File

andthenclick Load File.

The Mission is added to the Tactical menu and appears in the Mission desktop, just as seen in the
‘Create a New Mission’ section above.

Note: If a mission is active on ICE Desktop, but the ICE Desktop is closed, then double-clicking
on the mission’s ICE file automatically opens the ICE Desktop app.

13.5 Configuring Mission Settings

You can configure a mission and channel by selecting the respective Edit (-i"'~) button.

Note: Options in the Mission desktop control how your device communicates with your peers. All
users who communicate on the same channels or mission should use the same configuration setting.
Changes to configuration settings can prevent you from being able to talk to other users in this mis-
sion.
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13.6 Adding or Deleting Mission Channels

The Channels tab provides options for adding or deleting mission channels. Any user can delete
a channel from the mission. Deleting a channel from a mission will remove the channel from the users

General

Location

Tactical 'y Untitled mission

Settings
Untitled channel

License

Enterprise

Tactical

Organization

device and does not effect the channel on other users devices.

To add a mission channel, select the + button.
]

To delete a mission channel, select the . button.

13.7 Sharing a Mission

Sharing mission file allows the creator to share the mission file with other users that need to commu-
nicate across 1 or more channels to accomplish the task assigned to the group users. The mission file
can be shared via sending a QR code or by sending the mission file as an attachment in email or as a
file on a USB drive.

The Share tab provides options for sharing a mission with users via a file. A mission file can be saved
to the file directory of the device. The mission file can be sent to other users via email or USB file
share and the other users can load the mission file on their ICE Clients to participate in the mission

communications.
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Deflection

To shareamission, selectthe button. Fromtheresulting screen...

...enter the URL to which a user is directed after scanning QR code, if scanned with a tool other than
an Instant Connect client. A mission file QR code scanned with a ICE Client will recognize the QR code
format and read the mission file ignoring the Deflection URL.

Then select View QR code. There is an option to encrypt the mission by entering a password. With QR
code password protected a userimporting the mission will need to provide the correct password in or-

Encrypt your mission

Enter a password to encrypt this mission. Any user ir
this mission will need to know the password to decny

Password

Mo, thanks

dertoread andimportthe QR code.

Either enter a password and select OK, or skip entering a password and select No, thanks. The QR
code now displays. The QR code may be scanned directly from the screen or saved as afile that can be
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Mission QR Code

shared via email, hard copy, or another method.

Alternately, instead of using a QR code, a mission can be shared via file sharing by selecting Share file,
instead of View QR code. You are given the same option to enter a password for encryption. A user
importing the mission will need to provide the correct password in order to import the mission. After
selecting OK or No, thanks, a WindowsExplorer screen opens, allowing you to name the mission file
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and select a location to download it. The downloaded mission file can be shared via email, hard copy,

or another method.

13.8 Deleting Missions

To delete a mission, select the . button. The mission card and channels will be removed from
the ICE Desktop. The deleted mission can be imported in from the mission file again if needed.

14 Appendix A: Add firewall rule for ICE Desktop to receive audio

Depending on your organization’s IT policies, some Windows 10/11 workstations may need to add a

firewall rule to allow ICE Desktop to receive audio on multicast channels.

1.

2.

10.

11.

From the ‘Start menu’ or ‘Settings’, search for and open ‘Windows Defender Firewall’.

From the resulting screen, select ‘Allow an app or feature through the Windows Defender Fire-
wall’

Scroll down the ‘Allowed apps and features’ list to find and select ‘ICE Desktop’ or ‘ice desk-
top.exe’.

Select ‘Remove’. The selection no longer appears in the list of allowed apps.
Repeat until all instances of ‘ICE Desktop’ and ‘ice desktop.exe’ are removed.
Select ‘Change Settings’.

Select ‘Allow another app’.

From the resulting ‘Add an app’ screen, select ‘Browse’.

From the resulting file explorer screen, navigate to the installed ‘ICE Desktop’ file. The path
depends on the type of install:

« MSI: C:\\Program Files\Instant Connect

+ EXE (Everyone): C:\\Program Files\Instant Connect

« EXE (Only me (local user)): C:\\Users\<username>\AppData\Local\
Programs\Instant Connect

Select the ‘ICE Desktop’ file.

Select ‘Open’.
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12. From the resulting ‘Add an app’ screen, select ‘Add’.

13. From the resulting screen, scroll down the ‘Allowed apps and features’ list to see ‘ICE Desktop’

appears.
14. Select ‘OK.

15. Close ‘Windows Defender Firewall’.
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