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ALL STATEMENTS, INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE
ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS
MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF
THESE SUPPLIERS ARE PROVIDED “AS IS” WITH ALL FAULTS. STA GROUP DISCLAIMS ALL WAR‑
RANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NON‑INFRINGEMENT OR ARISING FROM A COURSE OF
DEALING, USAGE, OR TRADE PRACTICE.

INNOEVENTSHALL INSTANTCONNECTLLCOR ITSSUPPLIERSBELIABLE FORANY INDIRECT, SPECIAL,
CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION, LOST PROFITS OR
LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF
STA GROUP OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Trademarks mentioned in this document are the properties of their respective owners.
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1 Introduction

This section provides instructions for creating .certstore bundles for use in updating andmaintaining
certificates. Instant Connect provides for the management of certificate bundles through certstore,
and esctools. Certstore is a proprietary file format employed by Instant Connect to encapsulate cer‑
tificate bundles. Ecstools is a command line tool for managing certificate bundles.

During installation, ICE installs default versions of all the certificates listed in this section. Those cer‑
tificates are automatically provisioned throughout the Instant Connect system. Administrators have
access to update these certificates according to the policies of their organization.

• REQUIREMENTManaging certificates requires ecstool. Download ecstool for Linux, macOS, or
Windows from the Instant Connect Support Portal.

1.1 Bundle Types:

Instant Connect installs default versions of all the certificates listed below. They are provisioned
throughout the system after installation. An administrator can apply a different set of certificates
at any time. Instant Connect uses the following three sets of certificates (bundles):

1. A client certificatebundle, consistingof the identity certificate that clientswill present to aRal‑
lypoint, the private key associatedwith the certificate, and the CA certificate thatwill be used to
verify the identity certificate presented by the Rallypoint. This certificate bundle is distributed
to all ICE Mobile and ICE Desktop clients.

2. A server certificate bundle, consisting of the identity certificate that Rallypoints will present
to clients, the private key associatedwith this certificate, and the CA certificate thatwill be used
to verify the identity certificate presented to Rallypoints by ICE clients. This certificate bundle
is distributed to all Rallypoints.

3. An infrastructure certificate bundle, consisting of all the aforementioned certificates: The
client and Rallypoint identity certificates, their private keys and the CA certificates used to ver‑
ify them. This certificate bundle is distributed to server‑side infrastructure (like radio and tele‑
phony gateways, and patch servers).

1.1.1 Interoperability Validation Constraints

While certificate bundles are distinct elements, their contents must be inter‑related. When supply‑
ing a new configuration of certificate bundles, ICE Server validates that all three certificate bundles
interoperate by ensuring the following constraints are met:
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• Each identity certificate must have a valid private key.
• The CA certificate(s) in the client bundle must be able to verify the identity certificate in the
Rallypoint bundle.

• The CA certificate(s) in the Rallypoint bundlemust be able to verify the identity certificate in the
client bundle.

• The CA certificate(s) in the infrastructure bundle must be able to verify the identity certificates
in both the client and Rallypoint bundles.

1.2 Creating keys and certificates

Use the following commands to create keys and certificates as needed. If you already have the nec‑
essary keys and certificated, then skip this section and proceed to the Creating a Private Certstore
section below.

• To create a private key: openssl ecparam -name secp521r1 -genkey -out
iceCA.key

• To create a Certificate Authority (CA) certificate: openssl req -x509 -new -nodes
-key iceCA.key -sha256 -days 3650 -out iceCA.pem

• Tocreateakey: openssl ecparam -name secp521r1 -genkey -out iceClientCert
.key

• TocreateaCertificateSigningRequest (CSR):openssl req -new -key iceClientCert
.key -out iceClientCert.csr

• To create a certificate from theCSR:openssl x509 -req -in iceClientCert.csr
-CA iceCA.pem -CAkey iceCA.key -CAcreateserial -out iceClientCert
.pem -days 3650 -sha256

2 Creating a Private Certstore

1. Navigate to the bin folder, then execute the following:

./ecstool ice.certstore create

2. Add iceDefaultClientCert and iceDefaultRpCertwith corresponding tags:

./ecstool ice.certstore --tags:-enginedefault add iceDefaultClientCert
iceClientCert.pem iceClientCert.key

./ecstool ice.certstore --tags:-rpdefault add iceDefaultRpCert
iceCA.pem iceCA.key
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3. Add the CA certificate:

./ecstool ice.certstore --tags:-cadefault add iceDefaultCA iceCA.
pem

4. The resulting ice.certstore file must be added to Rallypoint and ICE clients to configure
them to use the private certstore.

Note: Youmay not substitute the ecstool certificate, or key tags and names, e.g., these are re‑
quired as is: -enginedefault, -rpdefault, -cadefault, iceDefaultClientCert,
iceDefaultRpCert, and iceDefaultCA.

3 Configuring Rallypoint to use the Private Certstore

Note: If not done, then loading a certificate via ‘ICE Agent’ results in the following error:
E/Rallypoint: X509_verify_cert returned 0, errorCode=20, msg=
unable to get local issuer certificate - denying access.

1. On theRallypoint virtualmachine (VM), add theice.certstore file to/etc/rallypoints

2. In the same location, open the rallypointd_conf.json file to configure the Rallypoint
certstore.

3. Update the following line per below to define the path and filename of the certstore:

"certStoreFileName":"/etc/rallypointd/ice.certstore",

4. Update the following code block per below to define the names of the certificate, key, and CA:

"certificate":
{

"certificate":"@certstore://iceDefaultRpCert",
"key":"@certstore://iceDefaultRpCert"

},

"tls":
{

"verifyPeers":true,
"allowSelfSignedCertificates":true,
"caCertificates":
[

"@certstore://iceDefaultCA"
]

},
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5. Save the file.

6. Restart the Rallypoint VM.

4 Configuring ICE Desktop to use the private certstore

4.1 Windows

Add the ice.certstore file to the following location:

C:\Users\<username>\AppData\Roaming\ICE Desktop

4.1.1 PEM files (Windows)

1. The iceClientCert.pem and iceClientCert.key files can be used instead of the ice
.certstore file, if preferred, by adding them to the following location:

C:\Users\<username>\AppData\Roaming\ICE Desktop

2. Restart ICE Desktop.

4.2 macOS

1. Add the ice.certstore file to the following location:

/Users/<username>/Library/Application\Support/ICE\Desktop

2. Restart ICE Desktop.

4.2.1 PEM files (macOS)

1. The iceClientCert.pem and iceClientCert.key files can be used instead of the ice
.certstore file, if preferred, by adding them to the following location:

/Users/<username>/Library/Application\Support/ICE\Desktop

2. Restart ICE Desktop.

Note: If both the PEM files and the ice.certstore file exist in that same location, then the
PEM files are used.

Instant Connect Software, LLC 7



ICE Private Certificate Stores

5 Configure ICE Mobile to use the private certstore

5.1 Android

1. Add the ice.certstore file to the following location:

/Android/data/com.dillonkane.ice.flutter/files/directory

2. Restart the ICE Mobile app.

5.2 iOS

1. Add the ice.certstore file to the following location:

/ICE Mobile

2. Restart the ICE Mobile app.

Instant Connect Software, LLC 8


	Introduction
	Bundle Types:
	Interoperability Validation Constraints

	Creating keys and certificates

	Creating a Private Certstore
	Configuring Rallypoint to use the Private Certstore
	Configuring ICE Desktop to use the private certstore
	Windows
	PEM files (Windows)

	macOS
	PEM files (macOS)


	Configure ICE Mobile to use the private certstore
	Android
	iOS


